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NHS LANARKSHIRE
JOB DESCRIPTION

	1. JOB DETAILS
Job Title: Information Security Manager
Immediate Senior Officer: Head of Digital Governance & Strategy
Directorate: Digital
Job Reference: AS.0255


	2. JOB PURPOSE
To provide leadership, technical direction and guidance on matters of Cyber / Information Security Governance, Risks/Issues, Technical Controls, Procedures, best practice and Standards. To ensure that NHS Lanarkshire achieves and maintains the assurance standards provided by Network and Information Security Regulation and Data Protection legislation. To be lead assessor for all Cyber Security Digital IT controls for NHS Lanarkshire and to collaborate with partner organisations/agencies on a range of complex and sensitive security issues providing expert specialist advice on Information and Cyber Security to other IT Professionals, Clinicians and all staff in NHS Lanarkshire. To assist and advise the Head of Information Governance and Director of Digital on ensuring that NHS Lanarkshire Information Security Policies, Procedures, Active Cyber Defence Tools and Configurations are mitigating the Cyber Security Operational Risks, are following National Guidance, reflect the latest Good Practice for the Digital Estate, and aligns with the IT / Cyber Security industry.
Additionally to work with our Enterprise Architect to ensure that NHS Lanarkshire’s security architecture and framework is appropriate and relevant to NHS Lanarkshire’s stated cyber security needs and objectives.


	3. DIMENSIONS 

The Digital Department provides a comprehensive range of services to NHS Lanarkshire.   NHS Lanarkshire has an ambitious Digital Strategy which is transforming the way we deliver healthcare.  The dependency on Digital systems and services is critical to the day to day running of the organisation.
The department consists of 400staff split across following key functional areas:
•
Digital Governance & Strategy

•
Business Support

•
Information & Records Management 

•
Digital Transformation


•
Digital Operations 
Digital Key Metrics

Revenue Budget £18M

Capital Budget £2M

12000 Users

130 Sites including 3 Acute Hospitals and 113 GP Practices

Supported Applications /Systems 300+


	4. ORGANISATION CHART 

Director of Digital Services

Head of Digital Governance & Strategy

Information Security Manager
(This Post)



	5. ROLE OF THE DEPARTMENT 

The Head of Digital Governance & Strategy is responsible for providing strategic leadership and delivery of the following areas, Information Governance, Information Security, IT Service Continuity including Disaster Recovery, Contract & Vendor Management, Enterprise Architecture, Risk Management, Audit Liaison, Data Sharing Partnerships, Digital Strategy, Corporate Reporting, Compliance Legislation, Regulations, Policies and Procedures.


	6. KEY RESULT AREAS
•
Lead on the implementation and maintenance of the Scottish Public Sector Cyber Resilience Framework as local lead assessor for compliance with the Network and Information System Regulation (NIS) and custodian for evidence submitted by departments for annual NIS audits conducted by the Scottish Government’s approved auditors.
•
Horizon scanning of threats and vulnerabilities that are trending within the cyber security and resilience communities
•
Develop, implement and monitor a comprehensive information and IT risk management programmes
•
Lead investigations and local response to Information and Cyber Security events, incidents (incidents, significant incidents, Problems, Adverse Events and Legislatively Reportable Events) which take place on NHS Lanarkshire computers, networks, information systems or contain NHS Lanarkshire data; liaising with Police Scotland, Counter Fraud Services, Central Legal Office, partner organisations, and national intelligence agencies where appropriate
•
Create, develop and ensure effective implementation and understanding of Information security policies. Additionally, actively suggest changes to policies of any other service area to ensure they reflect legislative requirements in relation to Information security.
•
To ensure clear links to other NHS Scotland Boards and partners and ensure NHS Lanarkshire is kept abreast of strategic developments in Information and Cyber Security at local governance groups.
•
Lead, promote, facilitate and influence changes to the working process and organisational culture within NHS Lanarkshire in the safe and secure use and deployment 
•
To monitor review and report on NHSLs preparedness and overall security posture, including the effectiveness of security controls.  Including, but not limited to, creation of cyber security performance dashboards
•
Ensure that all IT assets/devices (hardware, software and services) are appropriately managed, controlled and monitored to ensure and assure that they continue to be deployed in a safe and secure manner throughout their respective lifecycles.  This also covers suppliers and contracts in order to ensure that procured suppliers/contracts have the appropriate levels of cyber security protections that NHS Lanarkshire expect and require.
•
Ensure compliance and adherence with all appropriate and relevant local, national, UK and International polices, regulation and legislation and to make staff aware of policies regarding misuse of internet etc.
•
Provide highly specialised advice, guidance, and support to local service managers and accountable officers in their management roles, in all aspects of cyber and information security and associated legislation.
•
Lead operational audits into all NHS Lanarkshire Cyber Security services and defence technologies, as well as others linked to partner organisations or suppliers e.g. cloud hosted information systems.
•
Provide specialist advice to review and approve, prior to introduction into routine use, any new or revised documents, procedures and systems to minimise risks associated with non-compliance with current legislation e.g. System Security Policies, Standard Operating Procedures, Cyber Risk Assessments.
•
Lead development of and maintain the NHS Lanarkshire Cyber Incident Response Plan as part of requirements of the Cyber Resilience Framework. Oversee compliance with information security regulations , legislation and policies
•
Create and manage communication plans in relation to Cyber Security incidents.
•
Advise and support Service Managers in the implementation of Cyber Security, Information Security recommendations identified in external or internal audit reports.
•
Provision of business case development in relation to Cyber and Information Security products and services for NHS Lanarkshire.
•
Lead design, scoping and review of cyber security testing of NHS Lanarkshire infrastructure, services and products e.g. penetration testing of networks by a third party.
•
To work with the Enterprise Architect to create, maintain and develop an appropriate and relevant security architecture and framework that is aligned with the current and future needs of NHS Lanarkshire.
•
Establish technical and administrative standards, policies and procedures in accordance with local and regulatory requirements.  Monitor compliance within organisation and take action to improve or maintain performance as required.  Advises the organisation on the above.
•
Advise on the appropriateness and relevance of System Security Policies (SSPs) and/or Data Protection Impact Assessment (DPIAs) – suggesting ways to improve effectiveness and sustainability
•
Develop eHealth Information Security (IS) policies and processes to support adherence to these policies
•
Responsible for compiling business cases which include all financial and resource implications regarding eHealth security systems for NHS Lanarkshire use.
•
Responsible for planning, development and implementation of eHealth security strategy to meet the control objectives of COBIT and ISO/IEC 27002 as required by national guidelines.
•
Responsible for investigation of security incidents and establishing procedures for correction and prevention of recurrence.
•
Recommend, evaluate and implement new Digital systems and procedures as necessary in consultation with the Digital Heads of Function to maintain and improve the confidentiality, integrity, and availability of Digital information systems
•
Responsible for ensuring effective communication within the wider eHealth department to ensure that all eHealth staff are aware of their own responsibilities in relation to eHealth security systems e.g. installation, configuration, troubleshooting and recovery ess.
•
Effectively ensure that reasonable security measures are in place for valuable information assets.


Negotiating with senior NHSL staff, e.g. senior clinicians or admin staff changes regarding working practice required during implementation of new systems and developing the communication plans to communicate these changes to ensure data integrity


	7. ASSIGNMENT AND REVIEW OF WORK / DECISION AND JUDGEMENTS 
The post holder has first line responsibility for:
•
The post holder is responsible for ensuring accurate interpretation of legislation in relation to cyber and information security and creating technical policies, guidance and giving advice to NHS Lanarkshire staff of all levels as an expert in this capacity
•
Digital Security service continuity planning and testing for NHSL systems 
•
Ensuring Digital Security underpins all new Digital project implementations
The post holder is expected to work autonomously, with infrequent reference to their manager following agreed objectives.


	8. COMMUNICATIONS AND WORKING RELATIONSHIPS

The post holder is expected to communicate and develop effective relationships with: 
•
A wide range of senior clinical and non-clinical staff across NHSL and in the wider Health Service
•
Senior officials within non-health bodies including supplier organisations and partner agencies
•
Digital colleagues
•
Officials of the Scottish Executive Health Department and senior Digital staff in other NHS Board areas
Excellent communication skills are required together with good presentation skills and the ability to negotiate and influence positive change.


	9. MOST CHALLENGING PART OF THE JOB  

•
Ensuring a standard approach to the design and implementation of ICT technologies within NHS Lanarkshire.  Continuing to develop and maintain a comprehensive understanding of a wide variety of technologies and determining appropriate solutions for NHS Lanarkshire in line with strategic objectives.

•
Having the focus to quickly establish priorities and to ensure that required actions are followed through.

•
Developing and maintaining good working relationships with Digital colleagues, suppliers and colleagues nationally in NSS, other Health Boards and on national technical governance groups as required.

•
Dealing effectively with a number of simultaneous tasks involving concentration on data for long periods, with the level of commitment, urgency and adaptability that these require, and ensuring that these are carried out within the agreed timescales often under severe time pressure and subject to interruptions to deal with enquiries and other problems.

•
Being able to communicate often complex concepts effectively to staff at all levels and disciplines within NHS Lanarkshire.

Balancing priorities and managing stakeholder expectations throughout and across assigned pieces of work.


	10. SYSTEMS 

•
Computer Software Microsoft Packages (including Access, Excel, Outlook, PowerPoint, Word)

•
Business Intelligence software (e.g. Crystal reports / Business Objects)

•
Creating, maintaining and modifying the general and project specific systems (both manual and electronic) within the department

•
Service Management System(s) e.g. Incident recording / complaints management system 

•
Other applications include Hospital/Acute, Community and Primary Care Clinical systems


	11. PHYSICAL, MENTAL, EMOTIONAL EFFORT
•
To endeavour to meet and deliver all the Digital Security needs of NHSL as the organisation becomes increasingly dependent on the use and availability of Digital Systems to deliver the highest standard of patient care. 
•
To balance the demands of competing client groups and to deploy staff and resources effectively where they are needed the most.
•
Maintain an up to date technical working knowledge of new Digital Security technologies and, where relevant, develop plans for deployment within a controlled and measurable project environment.
•
To develop and test the increasing number business continuity plans required to ensure the systems availability requirements of NHSL.


	12. ENVIRONMENTAL / WORKING CONDITIONS & MACHINERY AND EQUIPMENT  
•
Personal/laptop computers, printers, servers, management software and network equipment


	13. QUALIFICATIONS AND/OR EXPERIENCE SPECIFIED FOR THE POST 

•
Relevant and extensive IT experience gained through working within an IM&T setting at a senior level, in the areas of IT Infrastructure and or Applications management.

•
Graduate or equivalent level qualification in Cyber Security or extensive experience within an Information Security role and an industry standard qualification preferred e.g. CISM, CISSP.

•
Excellent analytical and technical skills.

•
Hands-on experience in IT project management with formal processes.

•
Must have sound experience in the architecture design and the operations of the high availability environment.

•
Broad knowledge of the trends in technologies and the applicability of these technologies

•
Ability to quickly digest new technologies.

•
Ability to communicate well with both technical and non-technical staff.

•
Ability to determine and advise on the alignment of emerging technologies with the business objectives.

•
Experience of creating or maintaining an Information Security Management System (ISMS).
•
Strong change management skills, including team leading experience.
•
Knowledge of incident response and analysis, along with experience and awareness of the business issues in the NHS.
•
Demonstrable experience of managing Information/cyber security applications and risks in a related area either in NHS, service industries or commerce.
•
Experience of staff management/leadership.
•
Evidence of Continuing Personal Development.
•
Experience of procurement of information systems and associated tender processes.
•
Ability to influence others and develop and maintain effective working relationships with senior managers, clinicians, administration staff, Informatics staff and third party service providers.
•
Excellent interpersonal, negotiation, facilitation and communication skills.
•
Ability to understand, analyse and re-engineer complex processes.

•
Excellent organisational & time management skills.
•
Ability to negotiate & influence change at all levels.
•
Ability to understand, analyse & disseminate complex concepts to a wide range of staff with varying levels of technical understanding.


	14. JOB DESCRIPTION AGREEMENT
	

	A separate job description will need to be signed off by each jobholder to whom the job description applies.

Job Holder’s Signature:


	Date:

	Head of Department Signature:


	Date:
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