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Job Description

SECTION 1

	JOB  IDENTIFICATION

	Job  Title:


	Technical Analyst – Server Team

	Department(s):


	Department of eHealth

	Location:


	Aberdeen Royal Infirmary 

	Hours: 
	37.5 hours per week



	Grade:


	Band 6

	Salary:


	£31,800 - £39,169 per annum

	Contract:


	Permanent 

	
	


	2.  JOB PURPOSE

	The post holder is a technical expert with regard to Server & Data Storage maintenance and support, and is required to be involved in the Implementation of new systems on a Grampian wide and Departmental basis.

Working closely with colleagues in ICT Services, ensure a secure and high availability server infrastructure supporting Clinical and Administrative systems to all customers across NHS Grampian, minimising the impact and frequency of service loss to the customers.

The role has three distinct dimensions:
Reactive – Responding to and solving faults or problems as they occur.  This requires a high level of flexibility particularly as many of the key clinical systems require 24hr cover.

Proactive – Undertaking ongoing maintenance and housekeeping to maximise the availability of the systems.  Working on his/her own initiative or with other ICT Services staff to improve the infrastructure, include designing and implementing new systems and/or procedures.

Projects – Supporting the Server Team and eHealth colleagues, they will play a part in new project work by participating in the implementation of systems.  This will involve significant interaction with customers at all levels of the organisation.  Where 3rd parties are involved the post holder will be expected to liaise with them in the implementation, looking after the interests of NHS Grampian and protecting the continuity of service.

The ability to work as part of a team and autonomously are essential, flexibility to participate in shift work and on-call rotas is required.  The post holder would also be the key holder for the IM&T building for the purpose of 24hr Emergency Callout.

Although the post holder’s work pattern mainly resides within Data Centre Services, they may be asked to work within the Service Desk on a rota basis, providing additional skills to both resolve incidents and handover technical knowledge to Service Desk staff to ensure the level of customer service received is at a high standard, meeting SLAs.


	3.  ORGANISATIONAL POSITION
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Technical Services

Technical Services are split into 3 delivery functions & responsibilities as follows;

· Support - Maintaining Data Centres (Server Storage Admin, Backup Mgt, Physical & Virtual Server environment, Operating Systems, Patch Mgt & Disaster Recovery)  They ensure that the environmental and safety conditions in the data centres for air conditioning, power supply, fire suppression & UPS, not only provides a safe environment, but high availability for its Infrastructure.  Manage 3rd line support and providing assistance to level 1 and 2 support staff.  

Providing maintenance of central core Infrastructure ICT systems (Antivirus, Desktop Asset Management, Active Directory Network, Network Access Control, Desktop Asset Security & Patch Management). 

· IT Security – Ensures that NHS Grampian meets its obligations in relation to all aspects of IT Security made up of Confidentiality, Integrity and Availability of data and information.
· Development – Responsibility for Technical Architecture, providing appropriate solutions to maintain “Fit for Purpose” Infrastructure to meet the demands of the business.  They will keep pace with market technology and developments to champion change in technology across Grampian, securing approval along with funding to implement change.  IT Planning function will oversee the delivery of project services for new developments and existing contractual support arrangements.  Technical Analysts will be expected to take lead on new builds and provide necessary input to project groups as required.



	4.  SCOPE AND RANGE

	ICT Services encompasses the whole of NHS Grampian viz. 16,000 employees, working from over 120 premises, spread across Aberdeen Royal Infirmary, Royal Aberdeen Children’s Hospital, Aberdeen Maternity Hospital, Royal Cornhill Hospital, Dr Gray’s Hospital, 86 General Practices, 24 Community Hospitals, and a multitude of service departments.

The overall aim of ICT services is to deliver and maintain a comprehensive integrated ICT strategy in order to ensure that the right information is provided in the right place at the right time, to support highest possible levels of diagnosis, treatment and care of patients and clients, to support continuous improvement of the health of the populations we serve and to achieve more effective integration between Health and the care services of our Local Authority partners.

The role of the ICT Services is to provide a whole system, integrated, supportive ICT environment for clinical service users across Primary and Secondary care.  ICT Services works closely and engages with a wide range of staff to develop all aspects of clinical and business systems across NHS Grampian e.g. Clinical Systems, Telehealth, access to Radiology and Lab results, Finance systems, Email and Internet access to get maximum benefit from them.  They will work nationally and across regional boundaries to deliver effective services that benefit the patients and citizens of Grampian.

Provision of these services relies on a variety of inter-dependent and interoperable technologies that comprise the Networks, Telecomms, Videocomms, Telehealth, Servers, Desktop equipment and Applications.  This underlying ICT Services Infrastructure requires ongoing proactive management to maintain reliability and availability.  Interoperability of these systems is key in order to provide e.g. referrals from primary into secondary care or child protection messaging from local authority into health.

· Ensure appropriate business continuity processes are in place for all key systems held within all computer room facilities.

· Develop and Maintain detailed policies and procedures to ensure that ICT Technical Services are delivered efficiently and effectively

· Deliver ICT network service to more than 16,000 users on 12000+ desktop PCs and for the operation of several data centre facilities, housing all NHS Grampians clinical and information systems.

· To be innovative in seeking solutions and pro-active in the delivery of service.

· Delivery of high quality ICT service that meets or exceeds service level agreements.

· Responsibility for 900+ servers that make up NHS Grampian’s ICT Infrastructure. Devices from a variety of vendors require multi ranging specialist knowledge.

· Work however can be escalated through management level from other parts of the department, when a solution is required and the team involved require additional technical expertise.

Technical Dimensions:

· Number of servers 900+

· Number of other devices 700+

· Number of Service Desk calls 4000+ per month

· Number of customers to support approximately 16000+

· Number of sites (inc GPs) 120+

· Microsoft Product Set

· Remote Management Tools 

· Multi platform environments – Unix, Microsoft Windows server family Clinical Systems 

ICT Services
Revenue                                                                          £3.5M (plus additional non-recurring revenue)

Staff                                                                               90 + (all of who have a Grampian wide remit)                                                                                                                            

Total annual payroll                                                         £ 2.3M




	5.  KEY RESULT AREAS

	% Of 

Time
	Key Knowledge/Skills/Competencies


	Fault Correction and Service Security

· Service Desk Call Management – Assessing 3rd line support incidents coming into the team.  Prioritising the problems and providing a solution to the Service Desk/Customer or delegating the incident to an appropriate member of the Technical Services to meet service levels.  Potential problem areas should be recognised and escalated as appropriate.

· Virtualisation - administer and maintain Server and Desktop virtual environments to provide a secure, high availability access to all business and clinical systems.

· Storage - administer and maintain all storage systems within Data Centres including the management backups and data recovery.
· Cyber Security – Manage all NSHG cyber security systems

· Computer management – Development and support of PC deployment and automation systems 
	35

	· Up-to-date and detailed ICT knowledge in a wide range of products

· Customer aware and service orientated

· Problem solving and investigative skills

· Awareness and understanding of change management procedure

· Ability to learn and work within complex organisational structures 

· Excellent communication skills 

· Comprehensive knowledge of remote management tools.

· Excellent telephone manner

· Able to prioritise own and other team members’ workload

· Remain calm under pressure


	Proactive System Management

· System Management – Provide regular housekeeping and system maintenance tasks to ensure the ongoing health and integrity of the systems

· Capacity Planning – Monitor utilisation and growth to predict under capacity and upgrade the systems in a controlled manner

· Problem Management – Liaise with customers, management and 3rd parties to understand the day to day problems faced and work together to recommend, create and develop Technical Solutions

· Service Improvement - Identify recurring issues or labour intensive task and propose / implement appropriate solutions

	35

	· Up-to-date and detailed ICT knowledge in a wide range of products

· Customer aware and service orientated

· Awareness and understanding of change management procedure

· Ability to learn and work within complex organisational structures 

· Excellent communication skills 

· Advanced problem solving and investigative skills

· Advanced Technical Skills


	Infrastructure Development

· Keep abreast of emerging and converging technologies in hardware / software and bring forward recommendations to the Senior Technical Analyst/Team Leader for improvements in the underlying infrastructure.

· Offer technical input and research capability to the Senior Technical Analyst/Team Leader to assist with ongoing development.

· Research, Test & Evaluate new Software, Software Patches/Updates and Hardware and advise on their suitability for implementation

	10

	· Up-to-date and detailed ICT knowledge in a wide range of products

· Self-motivated

· Interpersonal/Communication

· Challenging and visionary 

· Advanced problem solving and investigative skills

· Detailed knowledge of NHSG’s infrastructure and standards

· Change Control Documentation


	Systems Implementation

Implementation – As assigned by the Senior Technical Analyst/Team Leader provide a technical resource to the implementation phase installing the required systems or liaising with 3rd party vendors to facilitate and quality check the installation

	10

	· Up-to-date and detailed ICT knowledge in a wide range of products

· Planning & Prioritising skills

· Ability to establish relationships at all levels quickly and effectively

· Customer aware and service orientated

· Advanced problem solving and investigative skills

· Awareness and understanding of change management procedure

· Ability to learn and work within complex organisational structures 

· Good communication skills 

· Able to prioritise own and other team members’ workload

· Remain calm under pressure

· Interpret User Requirement

· Recommend System Spec/Requirement

· Reporting & Documentation


	Quality Procedures
· Assist with development and documentation of procedures used within the Technical Services function to ensure a standard format and approach within the service delivery model

	10

	· Up-to-date, in-depth ICT knowledge

· Detailed knowledge of NHSG’s infrastructure and standards

· Significant experience of ICT support in a multi-disciplined and complex organisation



	

	6.  SYSTEMS AND EQUIPMENT

	The post holder is responsible for all server and data storage facilities. These systems can be 24hr Clinical Systems.  They are also responsible for equipment and services spread across the entire NHS Grampian region, including GP Practices.  There is a general listing of the overall aspect of services and number of units supported by the post holder (see section 3, technical dimensions).

Note: For the GP Practices specialised Clinical Systems software such as EMIS & Vision must also be supported in these sites.

PCs / Monitors

900+ Servers (varying values up to £100,000)

Van or Car, Transport to and from Sites

A major part of the job function involves maintaining & implementing IT Systems for use throughout Grampian for GPs and Trusts.

Currently 900+ systems (Compaq/HP/Dell/IBM) are supported and 16000+ users/staff connect to these systems and rely on system availability and on the data integrity held within. This Data Integrity/Availability is a major function of the job. (e.g. server and data storage)

The systems are constantly being updated/replaced and redesigned which a job responsibility of the post holder.

The post holder assists Technical Analyst with regard to Server & Data Storage maintenance and support, and is required to be involved in the Implementation of new systems on a Grampian wide and Departmental basis.



	7.  DECISIONS AND JUDGEMENTS

	Post holder is assigned project work by Senior Technical Analyst/Team Leader and will work as a technical resource on projects alongside the project manager.

Most support work is autonomous with other team resources necessary if required. The line manager is kept updated if problems arise.

The activities of the post holder are generated from many diverse sources:

· Internally generated from the division 

· System generated from server infrastructure control systems

· Self generated by the post holder, where the need arises.

· Externally generated;

· National NHS Organisations

· Healthcare Partners

· Suppliers

· Service Providers

Work can be generated from any of the stakeholder groups or self generated as a part of daily activities, strategic review, proactive monitoring or reactive problem resolution.  

A significant proportion of these activities are related to project work undertaken in partnership with other sections within the division, GP initiatives and national initiatives.

Post holder primarily has control over own day to day workload, but may be allocated work from Senior Technical Analyst/Team Leader/Analyst during busy periods as part of the job involves responding to faults, these may be prioritised & assigned to or by the post holder as and when they are escalated. The post holder may also regularly reassign work to other ICT Services teams as and when the work of the Technical Services Team encroaches across their area of responsibility.

The post holder also has remit to proactively find & fix faults on the various systems, this may (depending on impact) involve departmental policies for change control.

Projects will be assigned to the post holder who is then expected to deliver results with minimal supervision.

Post holder is expected to devise and suggest changes for policies/work practices within own area, some of which by the nature of the dept will impact across other departments (e.g. network file security, email name conventions), and can be required to sit on policy making groups as a technical representative.

The post holder must analyse major system issues and research or in many cases when no solution or different solutions exist, devise/decide the best possible solution (and justify the decision/recommendation to management). Providing management reports & summaries as requested.

The post holder is also required to analyse & make technical recommendations to other departments as and when required.

When involved in projects, post holder will be required to provide input and assistance in the formulation work patterns/resource requirement for project duration 

The judgements made can be complex involving multiple solutions, a wide range of data & facts and have to take into account numerous implications. Sometimes there may be no solution available or multiple possible solutions, the post holder would have to find/devise a solution or decide/recommend which solution is best suited for the environment (after weighing up all the factors impact, downtime etc).

During normal office hours all recommendations should be put through the correct Change Control procedure, for agreement, however as the post holder is required to operate on a 24-hour basis, decisions are required to be made in order to ensure system integrity/operations autonomously. In extreme situations if the decision has far reaching and severe implications, a phone call to a Senior Manager can be made to authorise the action.



	8.  COMMUNICATIONS AND RELATIONSHIPS

	The post holder is required to take a lead role in communicating directly what is often highly technical information regarding NHS Grampian IT systems both current & proposed.  This can be either as a result of fault calls logged on the Service-Desk, and dealing with users with little understanding of the issues involved, to other teams/management over telephone face to face at meetings with senior management, or directly with third parties to achieve fault resolution out with Grampian.

As many of the people whom the post holder communicates with are not technical, the post holder must be able to breakdown and convey this technical information in as basic English as possible to overcome any barriers of understanding.

The post holder is also required to document the systems in a manner (written) that the systems can be rebuilt by someone with as little prior knowledge of the system as possible. (using documentation, design diagrams, management reports)

There is also a requirement to document procedures (mostly complex/highly complex) in order to educate members of staff in other teams as to new IT procedures/policies which have been developed & implemented (by the post holder) and overlap into their area. (e.g. login scripts, desktop security, virus checking)

	9. PHYSICAL DEMANDS OF THE JOB

	Must hold driving licence as work covers numerous sites in Grampian.

Nature of job requires high degree of Typing Speed & Accuracy.

Manual handling skills (Moving Equipment).

Moving Backup tapes, (Manually lift & Carry Boxes weighing 10-15KgMoving equipment (Servers 25-30kg, Racks (50kg), Monitors 10kg, at least 10-20 times a month) during relocation/build duties and receiving large orders & decommissioning systems, 

Post holder is regularly called away from current task/activity without warning as and when priority situations develop.

Concentration & precision/accuracy required for all areas of job for most of every shift (solving problems, writing documentation, designing systems, interfacing with other staff requiring help/solutions either by phone or at meetings or while planning/designing complicated systems). 

Regularly deals with upset/irate users, and is responsible when required to deliver unwelcome news e.g.  data loss & delays to solutions.


	10.  MOST CHALLENGING/DIFFICULT PARTS OF THE JOB

	As a technical specialist, part of job involves working under pressure (from senior management & other departments) to provide solutions when major incidents (e.g. system faults affecting up to 16,000 users) require fix ASAP.

Adapting lifestyle to working on call rota (24/7, 365 days). The analysts provide a 24x7 on-call rota.  They have the potential to be called into a fault on a critical system.  Acting on their own initiative they can be under pressure to restore a critical medical system, often involving making judgements on how to minimise the time the system is unavailable with the need to protect the integrity of the system data.

Keeping abreast of all current IT products & developments in the real-world, and their potential use within the Trust. Designing and implementing systems within strict NHS Budgets e.g. departmental systems.

Multitasking e.g. Focusing between Day to Day Maintenance & System Design/Implementation.

Dealing with rude/irate/aggressive users.



	11.  KNOWLEDGE, TRAINING AND EXPERIENCE REQUIRED TO DO THE JOB

	The post holder will be educated to degree level or equivalent experience, ideally with a certified Microsoft Infrastructure qualification (not essential), along with the required experience in a large complex multi-disciplinary organisation, preferably within the NHS.  

The underlying infrastructure is critical to NHS Grampian and GP Practices who are very dependent on the availability and performance of their clinical and administrative systems.  The post holder must therefore be able to demonstrate a clear understanding of the importance of these services and have a track record of delivering service in such environments.  They should have a clear understanding of current industry standards in service delivery: exposure to ITIL and Prince2 would be advantageous.

The post holder should also have the Proven Working knowledge or experience of most of the following skills/attributes:

· Implementing Microsoft Windows Server 
· Implementing Unix / Linux based systems
· Implementing Citrix 
· Virtualisation Software (VMware & Microsoft)
· Storage Administration 
· Server Hardware.
· Proven Experience of Disaster Recovery, operating within tight timescales.

· Proven Experience of DNS, DHCP, TCP/IP 
· Ability to manage supplier and customer relationships.
· Experience of a Service Delivery environment: Excellent reporting abilities.
· Understanding of Microsoft office Products, Computer Security Systems (Inc AV)
· Good interpersonal skills are essential

· Calm and self-confident to work effectively under pressure.
· Able to work individually as well as part of a team.
· Good people skills to liaise with customers and colleagues both locally and remote. 
· Flexibility to meet the changing needs of the business. 
· Ability to design & implement robust, resilient infrastructure solutions within a budget.

· .Full UK driving licence is essential.
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NHS GRAMPIAN

PERSON SPECIFICATION

	The Person Specification should meet the demands of the job and comply with current legislation.  Setting unnecessary standards may, for example, unfairly discriminate against one sex, the disabled or minority racial groups.  Applicants should be assessed in relation to their ability to meet the real requirements of the job as laid down in the job description.  Shortlisted candidates MUST possess all the essential components as detailed below. 


POST/GRADE: 
Technical Analyst (Data Centre Mgt), Band 6
LOCATION/HOSPITALS:
IM&T Building, Foresterhill Site

WARD/DEPARTMENT: 
ICT Services




	ATTRIBUTES
	ESSENTIAL
	DESIRABLE

	Qualifications


	The post holder will be educated to degree level in a computing discipline or equivalent experience
	Working toward or qualified MCITP

	Experience


	Relevant experience in a large complex support environment, ideally NHS with knowledge of Implementing and supporting Microsoft Windows Server Implementing Unix and Citrix based systems

Virtualisation Software Storage Admin Server H/Ware

Proven Experience of Disaster Recovery, operating within tight timescales.

DNS, DHCP, TCP/IP 
	Working with ITIL and Prince 2 methodology and processes.

	Special Aptitude and Abilities

 
	Problem solving skills

Time Management

Good people & communications skills

Customer aware & service orientated
	Organisational project management skills.



	Disposition


	Enthusiastic, self-motivated and be able to use own initiative.

Good team work and ability to work on their own within a team.
	Ability to establish relationships at all levels quickly and efficiently.

Ability to challenge.

	Physical Requirements


	Current UK driving license

Ability to lift Computing equipment
	

	Particular Requirements

of the Post


	Ability to work and remain calm under pressure.

Ability to work to tight SLA time-scales.
	Ability to learn and work within complex organisational structures.


	MAJOR RISKS IN DOING THIS JOB



	Please indicate the major risks the job holder could face in doing this job e.g. lifting patients/objects, working with hazardous substances, dealing with violence and aggression.

If there are no major risks for the job holder please tick this box

 Ability to lift Computing equipment 


Technical Services Manager








Server Team Leader








Technical Architect	








IT Security Officer








Technical Analyst 








