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	1.     JOB DETAILS

	Jobholder 
	

	Job Title
	Counter Fraud Specialist (Level 2) 

	Immediate Senior Officer
	National Counter Fraud Manager

	Organisation
	NHS Scotland Counter Fraud Services

	Location
	Livingston

	

	2.	JOB PURPOSE

	To protect NHSScotland from Financial Crime including fraud, bribery, corruption, embezzlement and other financial irregularities (hereafter collectively referred to as “fraud”) by deterring and disabling fraud through a range of fraud prevention initiatives and by managing and leading a portfolio of fraud investigations perpetrated against NHSScotland to accepted standards for criminal, civil and disciplinary action.

	

	3.  	 DIMENSIONS

	NHS Budget							£13 billion
NHS Staff	156,000
Number of Primary Care Contractors				11,444
Number of NHS Boards					14
Number of Special Health Boards and National Agencies	8
 
The postholder is responsible for the security and integrity of seized property from suspected persons, which may include IT equipment, patient medical records, cash, financial documentations and physical assets. The postholder is responsible for the security within their own workspace during office hours. 

The postholder is responsible for researching, sourcing and purchase of specialised covert surveillance recording equipment and accessories was made within budgetary constraints, which has to meet the stringent guidelines issued by the Home Office and Police Service of Scotland.

	

	4.   	ORGANISATION CHART 

	

	5.   	ROLE OF THE DEPARTMENT
To protect Scotland’s health from fraud by delivering the national strategy for countering fraud across all NHSScotland (NHSS) organisations and the wider Scottish public sector.  This will be achieved through prevention, detection and investigation. The remit of the organisation includes: 

· The development of a counter fraud culture within NHSS and the wider patient population.
· The investigation of all cases of suspected fraud for criminal prosecution. 
· As a Specialist Reporting Agency (SRA), the ability to submit fraud crime reports direct to the Crown Office and Procurator Fiscal Services (COPFS). 
· A co-ordinated national programme of patient exemption checking.
· The provision of risk assessment and risk measurements of levels of fraud in the NHSS, as well as expert input to NHSS strategic planning and counter fraud measures.
· The provision of a fraud intelligence network informing NHS Organisations of relevant details of the movement of suspects or the types of fraud being perpetrated.

Counter Fraud Specialists will undertake the full range of duties within CFS and full flexibility across both the Prevention and Investigations teams will enable rotation of teams and allocation of resources on major investigations.

Prevention Team - the primary function of this team is to deter and disable fraud through a range of counter fraud initiatives.  This includes delivering fraud awareness raising events, impact assessing systems and processes and carrying out proactive projects (exercises and investigations) in order to actively seek out, identify, assess and examine areas at risk from fraudulent activity.   

Investigation Team – the primary function of this team is to seek the application of sanctions (criminal, civil, disciplinary and referral to professional regulatory bodies) in cases where fraudulent activity is identified.  Counter Fraud Specialists will undertake all the necessary investigative processes to bring these cases to court, ensuring the integrity of evidence and preparing the final report for the COPS.

	

	6.   	KEY RESULT AREAS
To lead and manage investigations into suspected fraud or other irregularities on behalf of NHS Bodies, identifying resources required from within the team, keeping them informed at all stages of the work and provide expert advice as to the best methods of investigation and reporting required to produce the optimum result in each individual case. 

Counter Fraud Specialists (Level 2) will lead and manage the investigation of offences, ensuring the use of all relevant resources to achieve, where appropriate, the legal arrest, interviewing and charging of persons suspected of involvement in offences.  Ensure that all counter fraud work carried out by CFS remains within the parameters set by the Data Protection and the Human Rights Acts.

The postholder is responsible for implementing and revising a number of CFS policies and procedures which are subject to change, and always ensures that any recommendations are highlighted to Health Boards and have been implemented accordingly. 

Counter Fraud Specialists (Level 2) will lead and manage the identifying, gathering, collation, evaluation, analysis and dissemination of all information and intelligence relating to offences which result in a financial loss to the whole of the NHSS (i.e. Primary Care, Secondary Care, Special Health Boards). Provide surveillance assistance when required. Conduct foot, static, mobile or technical surveillance to obtain evidence of an offence and obtain detailed information about the subject's activities. Apply to review, renew and cancel surveillance activity, when deemed necessary. 

Lead in the gathering, collation and presentation of evidence ensuring its integrity at all times.  Conduct investigatory interviews with suspects and witnesses using the PEACE* model and where appropriate record said interviews.  

Prepare subject reports for search warrants for submission, through COPFS, to Sheriffs and in conjunction with Police Scotland, conduct searches under warrant, to seize any evidence which may be relevant to the ongoing investigation into criminal activities.  Where appropriate, conduct recorded interviews under caution and manage the preparation of final reports in respect of criminal prosecutions for submission to the COPFS.

Maintain and develop effective communication networks with NHS Bodies to enhance working relationships, communicate operational aspects of investigations, provide appropriate evidence to Boards and the Central Legal Office (CLO) in respect of civil and disciplinary cases to achieve the most satisfactory outcomes in all cases and report progress and results. 

Regularly provide information, advice and guidance on a number of complex issues to people reporting fraud, witnesses, suspects and to key Health Board personnel such as Fraud Liaison Officers.  The postholder is not in a position to provide clinical advice however they nevertheless have a duty of care when interviewing patients in the field to answer their questions and deal with their concern.

Create, coordinate and deliver prevention initiatives, including presentations, workshops and eLearning inputs, to NHS Staff and contractors to raise counter fraud awareness and deterrence.  Provide counter fraud advice and guidance to NHS Bodies to develop and improve a strong and resilient fraud prevention presence.  Proactively investigate areas to seek out, identify and examine areas identified as at risk from fraud.

As part of continuous professional development, keep up to date with changes in the law, and technical and professional developments, while maintaining excellent communication with peer group and management to ensure high standards.

Responsible for mentoring induction programme which normally takes place over a period of at least 6 months, review progress of work being carried out by the member of staff and provide appropriate support, feedback and guidance.

The postholder is required to take formal and contemporaneous records of case meetings or reviews and to circulate them following the meeting. The transcript of a recorded interview under caution is put forward as a court production. A transcript must be a verbatim record of the interview and be 100% accurate.

* PEACE is the methodology for undertaking suspect and witness interviews recognised by the police forces and other law enforcement agencies.

	

	7.    	ASSIGNMENT AND REVIEW OF WORK
The postholder has the discretion to seek advice, as they deem appropriate, from clinical advisors, Police officers, Procurators Fiscal and other CFS counter fraud specialists.

The postholder is a specialist who has the discretion to manage their portfolio of investigations and it is only where investigations reach a crucial juncture e.g. application for a search warrant, submission of a Standard Prosecution Report that they may need to refer to their Manager for guidance/sanction.

The post is subject to managerial direction for performance, development and workload as agreed with the relevant National Counter Fraud Manager on an adhoc, regular and annual basis.

The postholder will support team decisions, actively encouraging and providing feedback where appropriate. They will make decisions using experience, knowledge and judgment where the information available is ambiguous, abstract or unrefined. They will identify and uses tools and techniques which encourage innovative thinking, assessing impact and value added from new approaches, methods, alternatives or solutions. They will analyse complex issues, identify and separate them into manageable parts and systematically design solutions from a range of options, without assistance.  They will encourage participation in NSS cross functional groups and development programmes.

To assist with making informed decisions and to provide expert advice and guidance when required, the postholder will continuously keep up to date with:
· NSS/CFS policy and procedures;
· Legislation; and
· Regulations.  

CFS policy and procedures include:
· CFS Standard Operating Procedures
· CFS/HB Partnership Agreement
· MoUs and SLA’s with partner law enforcement agencies

Legislation includes:
· Bribery Act 2010
· Criminal Procedure (Scotland) Act 1995
· Criminal Justice and Licensing (Scotland) Act 2010
· Proceeds of Crime Act 2002
· Data Protection Act 1998
· Freedom of Information (Scotland) Act 2002 
· The Equality Act 2010
· Human Rights Act 1998
· Regulation of Investigatory Powers (Scotland) Act 2000
· Regulation of Investigatory Powers Act 2000 (obtaining and disclosing communications data)
· Criminal Law (Consolidation) (Scotland) Act 1995 part IV
· Proper cognisance of Case Law, i.e. R v Johnson, R v Turnbull, Moorov Doctrine, Howden Principle

Regulations include: 
· The National Health Service (General Dental Services) (Scotland) Regulations
· The National Health Service (Dental Charges) (Scotland) Regulations
· The National Health Service (General Medical Services) (Scotland) Regulations
· The National Health Service (General Ophthalmic Services) (Scotland) Regulations
· The National Health Service (Optical Charges and Payments) (Scotland) Regulations
· The National Health Service (Pharmaceutical Services) (Scotland) Regulations
The Investigatory Powers Commissioner’s Office (IPCO) audits and regulates all surveillance undertaken by CFS and Counter Fraud Specialists may be interviewed as part of this audit.




	8.    	COMMUNICATIONS AND WORKING RELATIONSHIPS

	Counter Fraud Specialists (Level 2) will communicate and establish relationships with the following departments/ agencies orally, in writing and electronically.

	CFS



	Effective day to day communications to support the work of the service.

Professional development and guidance of the Counter Fraud Specialists within the specific teams.

Regular communication with senior managers to provide comprehensive updates on investigations.


	NHSScotland
All NHS Bodies
NSS – P&CFS & CLO
	Provide expert advice regarding the prevention, detection and investigation of fraud within the NHS in Scotland.

Progress investigations, promote an anti-fraud culture and maintain regular communication and intelligence updates.

Deliver prevention initiatives, including presentations and workshops to raise counter fraud awareness and deterrence.


	NHS

[bookmark: _GoBack]Counter Fraud Authority – England & Wales
Northern Ireland Counter Fraud Unit

	

Joint working practices, cross border collaboration.

	External

	

	Police Scotland
Procurators Fiscal
	Prepare and disseminate clear concise and accurate prosecution reports often involving highly complex and sensitive information. 


	Professional Groups
	Disciplinary cases


	Crown Office

	Legal parameters for each case


	Solicitors and Professional Representatives

	To progress investigations, witness statements and arrests.



	Suspects and witnesses (NHSS staff and patients)

	To gather evidence, interview under caution and progress investigations to a successful conclusion. To have the skills to interview both suspects of crime, victims and witnesses, including patients and professional medical and support staff with empathy, sensitivity and provide support and reassurance where required, often in a hostile environment. A  Counter Fraud Specialist (Level 2) is able to communicate highly complex information regarding the investigation and analysis of fraud and can demonstrate the integrity and communication skills required to receive and disseminate often highly sensitive material in relation to suspects of crime.


	Radio communications
	Use of glossary and radio language to undertake surveillance


	

	9.	MOST CHALLENGING PART OF THE JOB 

	Simultaneously managing conflicting workload priorities during critical stages whilst ensuring that required timescales and outcomes are achieved.

	

	10.	SYSTEMS

	Use of the IRIS case management system to record all investigation activity in a standardised format including the transfer of electronic Standard Prosecution Reports to the Procurators Fiscal.

Use of Microsoft Office package including extensive use of Excel to produce charge and associated schedules for presentation in Court.

Use of CFS standard operating procedures to ensure standards are applied and maintained.

The postholder will be responsible for the accurate recording, management and storage of a wide range of documents and articles required as productions, in criminal and civil prosecutions and for ensuring the integrity of said items in court proceedings.


	

	11. 	WORKING ENVIRONMENT AND EFFORT

	Physical Effort

	Majority of time (60%) spent out of the office at patient/contractor sites.  This involves considerable amount of travel, mainly driving.  Continual sitting while involved in interviews, which do not have set timeframes.  Occasional lifting of records which may involve working in awkward positions or cramped conditions.

Use of VDU in office environment and laptop in business/domestic premises.

Carrying of laptop/printer, case related materials and productions from office to vehicle to business/ domestic premises.

Counter Fraud Specialists involved in surveillance can endure lengthy periods of continual sitting in motor vehicles/ observation posts in cramped and confined conditions. During periods of non-activity, Counter Fraud Specialists are required to be alert and responsive to react to any sudden bursts of activity that may occur, which requires the ability to carry out physical activities such as foot/ mobile surveillance. 


	Mental Effort

	Extended periods of concentration while driving to patient/contractor sites.  

High levels of concentration required while directing and managing investigations which will include managing and leading work colleagues of differing levels of experience to complete tasks including suspects and witness interviews, carrying out detailed searches of premises, collating evidence, preparing reports for Procurators Fiscal and attending court. 

A substantial amount of mental effort goes into planning and preparation for interviews e.g. preparation of questions/topics, clearly define aim and objectives, understanding the offence - points to prove, possible defence mitigation, analysis of available evidence and assessment of evidence required for interview etc.  Interviews can last up to six hours under recorded conditions.  The environment is therefore pressurised and mentally draining. 

The preparation and planning required before a search warrant is executed can be a stressful and demanding time as the postholder needs to be confident of themselves and their search team, which will include Police officers that they have likely met for the first occasion.   The postholder will have only one chance to do the search. During the execution of a search warrant at premises the postholder has to remain totally focused, on average 4-6 hours, to ensure all possible evidence is seized and logged with 100% accuracy. At the briefing prior to the search, the Counter Fraud Specialist should record details of the search warrant, that they individually are listed on it, the purpose and remit of the search (what can be taken) and details of other persons listed on the warrant.  Following a search of premises the official notebook needs to be completed to reflect accurately what took place during the search. This also requires a great deal of mental effort to recall exactly what happened during the search when the postholder is often tired after having completed the search.  The postholder will require reacting positively and professionally to potential unknowns they may encounter during a search including the discovery of controlled drugs.

During an enquiry the postholder may need to account for the whereabouts of substantial amounts of productions.  This is from when the production is first seized through to its presentation in court. 

Any delays in an investigation need to be accounted for to the Procurator Fiscal. The postholder has a responsibility to direct and manage investigations to ensure that strict deadlines are met and that there are no unnecessary time delays.

When producing a Subject Report/Standard Prosecution Report for the Procurator Fiscal a comprehensive accurate narration of the facts of the investigation is required, therefore attention to detail is paramount.

When giving evidence in court the defence counsel can become aggressive, rude, unpleasant and can even challenge the integrity of the witness. It is stressful and a mentally demanding situation. 

Counter Fraud Specialists involved in any form of surveillance are required to apply a substantial amount of mental effort in the planning and preparation of any surveillance operation. Any of the Counter Fraud Specialists involved may be allocated Operational Commander responsibilities and will be responsible for the planning and preparation of an operation. All operations will be planned and prepared within the I.I.M.A.C. principles, with the preparation, dissemination and presentation of operational orders falling to the Operational Commander.

Counter Fraud Specialists involved in static, foot or mobile surveillance, are required to maintain a high level of concentration for extensive periods of time. Mobile surveillance involves driving in all weather conditions and in various types of terrain under extreme pressure to ensure that the actions they take will not compromise the investigation and that the safety of their colleagues and that of the public and other road users is not endangered in any way. This is achieved by applying the skills attained through attending and successfully completing, to an acceptable standard, an externally provided driver-training course. All Counter Fraud Specialists involved in mobile surveillance are required to drive in a manner that ensures compliance, at all times, with the rules and regulations of the Road Traffic Act 1988.  Static and foot surveillance hold their own requirements as above. Counter Fraud Specialists who are deployed in such circumstances are required to undertake and successfully complete a nationally recognised, externally provided surveillance course as recognised by Police Scotland.

Emotional Effort

Frequent exposure to emotional circumstances while attending suspect/witness interviews often under difficult conditions.  Occasional (<1%) exposure to aggressive behaviour of patients/contractors during difficult investigations.

When attending Court, Counter Fraud Specialists are required to demonstrate a working knowledge of legal systems, procedures and legislation as well as having extensive knowledge and understanding of the case being heard. Being in a situation such as this can bring added emotional pressure on the Counter Fraud Specialist as months, if not years of work can depend on the evidence provided by the Counter Fraud Specialist, when questioned by defence lawyers and Procurators Fiscal.

Counter Fraud Specialists participating in both foot/ mobile surveillance face a greater risk of being in situations where their health and safety becomes an issue as a result of being compromised by the persons under surveillance and/ or associates. In this type of situation the Counter Fraud Specialist could be left in a vulnerable position and be placed in potential danger. (H&S – breakaway techniques, aggression management.)


	

	12. 	ENVIRONMENTAL / WORKING CONDITIONS & MACHINERY AND EQUIPMENT

	When not travelling, time is spent in an open plan office, which operates a Comfort Cooling temperature control system. This can create a pleasant working environment for some but an uncomfortable one for others.  At the workstation the postholder uses a docking station, telephone and sometimes a mobile phone.

During surveillance operations however, long periods of time are spent in cramped conditions with no facilities.

Counter Fraud Specialists conducting mobile surveillance are required to drive official vehicles in a responsive and progressive manner, ensuring compliance with the Road Traffic Act 1988.

While undertaking surveillance Counter Fraud Specialists are required to wear harnesses in order to conceal the radio which can become uncomfortable particularly in warm weather.  Covert earpieces are also worn which can again be uncomfortable when worn for long periods.

Counter Fraud Specialists undertaking foot surveillance will be required to fulfil this task in all weather conditions, which at their extreme may provide periods of discomfort. Counter Fraud Specialists may be required to undertake surveillance duties out with normal working hours including evenings and/or early mornings.

Counter Fraud Specialists involved in surveillance must be competent in the use of varying types of technical equipment i.e. cameras, visual enhancement aids, video equipment, etc. Some Counter Fraud  Specialists are also responsible for the installation of all covert recording equipment, which requires additional training and expertise

Counter Fraud Specialists often attend business/domestic premises unaccompanied to take witness statements.

	

	13. 	QUALIFICATIONS AND/OR EXPERIENCE SPECIFIED FOR THE POST

	To achieve an appointment as a Level 2 Counter Fraud Specialist, the postholder will be educated to degree level in a relevant subject and/or have substantial practical experience as a Counter Fraud Specialist.  Accreditation as a Counter Fraud Specialist is essential.

The postholder will have a knowledge and practical experience of investigative techniques, legislation, evidence gathering, interviewing techniques, surveillance and court procedures.

Excellent written and verbal communications skills and the ability to scrutinise, analyse and interpret data are essential.

The postholder will possess the ability to work sensitively with a range of different professional disciplines and organisations, and to successfully manage a large work portfolio.

The postholder will have previous experience of delivering prevention initiatives, including presentations and workshops and familiarity of the key skills required to proactively seek out, identify and examine areas at risk from fraud.       

	

	14.   	JOB DESCRIPTION AGREEMENT

	Jobholder’s Signature
	
	Date
	
	

	
	
	
	
	

	Head of Department
	
	
	
	

	
	
	
	
	

	Signature
	
	Date
	
	

	
	
	
	
	

	Title
	
	

	
	
	
	
	

	HR will check job description format and content and then send the job description to the AfC Team

	HR Representative’s Signature
	
	

	
	
	
	
	

	Date Job Description Agreed:
	
	

	
	
	
	
	



CAJE HQG054	Page 3 of 8
image1.jpeg
NHS

National
Services
Scotland




image2.wmf
Prevention

Team

National Counter

Fraud Manager

Detection (Stats)

Team

Detection (Intel)

Team

Patient Claims

Team

National Counter

Fraud Manager

Investigation

Team

National Counter

Fraud Manager

Counter Fraud Services

Head of Service

Practitioner and Counter Fraud Services

Director


