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SECURITY OFFICER
JOB DESCRIPTION


	1. JOB IDENTIFICATION

	 
Job Title:                                          SECURITY OFFICER

Responsible to (insert job title):         SECURITY MANAGER

Department(s):                                 SECURITY

Directorate:                                      ESTATES ,FACILITIES & CAPITAL SERVICES

Operating Division:                           FIFE ACUTE HOSPITALS

Job Reference:

No of Job Holders:                           12

Last Update (insert date):




	2. JOB PURPOSE

	Aim to provide a safe environment for patients, staff and visitors which is free from crime, achieved through routine patrols and the investigation and careful inspection of incident and complaints as received from Staff and the general public.
Core functions include:-
Security Patrols
CCTV Monitoring & Management
Traffic Management across NHS Estate
Control of access and key management
Mobile Patrols of NHS Estates
Visible and reassuring public engagement
Implementation of NHS Fife Policies










	3. DIMENSIONS

	Security Officers provide a 24/7 customer focused service.  Security Officers will interact with and recognise the needs of staff, patients & visitors to NHS Fife premises and provide assistance and support as required.
Security Officers use a variety of systems including CCTV and access control as well high visibility patrols to prevent and deter crime.
Security Officers assist with Violence & Aggression incidents and on occasion can use approved control & restraint techniques.  They are also part of the ERT response and attend all fire incidents at VHK.
Day to day supervision of Security Officers is undertaken by the Security Chargehand



	4. 
ORGANISATIONAL POSITION

	



	5. ROLE OF DEPARTMENT

	
The NHS Fife Security Team aims to provide a safe environment for patients, staff and visitors which is free from crime, achieved through high visibility routine patrols and the investigation and careful inspection of incidents and complaints as received from staff and the general public.
	
Core functions include:-
· Health & Safety
· CCTV Monitoring & Management
· Traffic Management across NHS Fife Estate
· Control of access and key management
· Visible and reassuring public engagement
· Development and implementation of NHS Fife Policies

A customer service based focus is essential in supporting all persons attending NHS Fife premises along with proactive crime prevention.



	6. KEY RESULT AREAS

	Security Officers maintain a high profile and are expected to work with minimum supervision whilst using their initiative to deal with situations as they arise.

Regular foot patrols are undertaken to provide a deterrent and be proactive towards crime prevention.  Mobile patrols using a dedicated vehicle are also undertaken to a variety of NHS Fife premises.

CCTV is monitored and reviewed by Security Officers.

Security Officers administer the access control system and issue ID cards ensuring that the access level provided is appropriate.  Security Officers are required to control issue of keys and when required provide ad-hoc access during emergency situations and/or out of hours situations.

Security Officers attend at Violence & Aggression incidents to assist Clinical staff and follow a strict set of guidelines.  Security Officers are all trained in approved control and restraint techniques which may be used when absolutely necessary to maintain the safety of staff, patients and visitors.

A full Security Escort Service is provided for staff and visitors alike to and from the hospital car parks and buildings within the grounds.

The monitoring, detection and reacting to emergency alarm systems or incidents within the hospital and its grounds. Alarm activations such as:
· Department alarm systems
· Personal alarm activation
· Telephone alarm activations
· Fire alarm activation
· Phone call from  distressed person 

Security Officers have a pivotal role as part of the Emergency Response Team during fire alerts and work closely with the Scottish Fire & Rescue Service (SF&RS).  This includes directing SF&RS to the locus, providing additional communications when required and assisting with evacuations due to fire or other hazards.
                
Security Officers will receive complaints, criminal or otherwise, and will require to assess the nature of the complaint and ascertain an appropriate course of action based on evidence and information available and their own knowledge, experience and training.  

Security Officers work closely with Police Scotland to maintain a safe environment for staff, patients and visitors.  This is done by sharing information, providing statements and collating evidence such as CCTV footage.

Security Officers will maintain the traffic flow at Acute Services sites to ensure unhindered access for emergency vehicles and other traffic.  This can involve controlling traffic flow and direction and can be undertaken during periods of adverse weather.  Additional traffic duties can include securing areas and coning off areas on behalf of the Estates Dept.  In cases of illegally parked vehicles and/or vehicles causing obstructions Security Officers will issue advisory notices or if appropriate liaise with Fife Council as part of a Traffic Regulation Order (TRO).

Security Officers are required to implement the policies of NHS Fife including:-

· Car Parking policy
· Security policy

as well as other relevant policies.

Security Officers assist with locating missing patients by means of noting details such as description and other relevant information and co-ordinating searches of the sites.  This can also include reviewing CCTV footage and liaising with Police Scotland in order to trace the missing patient.

Engage in the transit of monies between departments and external banking facilities along with accompanying medical staff in the movement of drugs between Pharmacy and Hospice. 

Complete Datix entries for appropriate incidents. 

Providing security cover in the event of a Major incident. This support is in line with Emergency Planning direction. Setting up cordons, directing staff and visitors away from secure and contaminated areas and closing down the hospital 

To ensure that all departments are secure and to investigate breaches of security when discovered.

Providing a security presence when departments are open outwith normal working hours due to maintenance or other reasons.

Providing security cover and assistance to the Police when Fife premises are visited by VIP’s

Undertake completion of extensive training and re-training in topics relating to the post eg Violence and Aggression, De-Escalation Techniques, Customer Service Training and Anti- Terrorism (CONTEST).

To adopt a team working approach to the duties of the post, ensuring effective communication, coordination and consideration between security staff members in all aspects of the role.



	7a. EQUIPMENT AND MACHINERY

	PC Use:-
E-Mail
CCTV software
Access Control software
Microsoft Office
ID Card system
Datix
Additional Items:-
Internal Cordless phone
Mobile Phone
Digital Camera
Dedicated vehicle for mobile patrols
Disabled Refuge System
 

	7b.  SYSTEMS

	
An understanding of the Access Control system is required in order to add/remove cards, reprogramme access levels for staff and recognise inappropriate use of the system.

Reviewing and operating the CCTV system – must be able to operate, review and download footage as required.

As part of the ERT for fire alerts Security Officers must have a working knowledge of the fire alarm system in order to identify where are alerts are and how to respond.




	8. ASSIGNMENT AND REVIEW OF WORK

	
Security Officers are given tasks to complete by the Security Chargehand/Security Manager, after which a full de-brief is carried out focusing on all aspects of the task and its results. The main aim is to identify and to take from the task better skills and procedures which are then incorporated into future operations. Meetings are held as follows:

· One to one with Security Chargehand, 
· Completion of Personal Development Plans and Turas Reviews.
· Manager, Security Chargehand and Security Officer
· Manager holds section meeting to discuss matters of security as required

They are encouraged to identify weaknesses in the day to day running of the Hospital in terms of security and make informed suggestions to rectify the situation through the appropriate channels.



	9.  DECISIONS AND JUDGEMENTS

	
Security Officers are expected to use their experience and initiative when making decisions on a daily basis.  Additional support from training and written instruction i.e. Operational Folder is necessary to make appropriate decisions.

Examples of decision making may be operational such as when appropriate to call the 
Police, when to issue identification/keys and when to involve other members of staff.

Due to shift working there are periods where Security Officers will work unsupervised and can seek advice and support from the Duty Co-ordinator.

Prioritising workload and ensuring tasks are completed accurately and on time.



	10. MOST CHALLENGING/DIFFICULT PARTS OF THE JOB

	
Assisting clinical staff with patients displaying challenging and/or aggressive behaviour is a regular occurrence.  Verbal abuse is commonplace and occasionally threats of physical violence from offenders.

Incidents requiring physical restraint can have an impact both physically and mentally.

Working externally during inclement weather.



	11. COMMUNICATIONS AND RELATIONSHIPS

	
As well as regular communication with other Security Officers and the Security Chargehand/Manager, Security Officers are required to be able to communicate at all levels within the Organisation.  This includes staff from other departments, other Health Boards and Senior Managers.
Security Officers spend a great deal of time patrolling and are expected to build good relationships with staff, patients and visitors.
Security Officers regularly liaise with staff from external agencies such as Police and Fire.
Security Officers will regularly be involved with incidents where people are displaying challenging behaviour and verbal de-escalation of incidents will be used as an integral part of the communication process.



	12. PHYSICAL, MENTAL, EMOTIONAL AND ENVIRONMENTAL DEMANDS OF 
THE JOB

	
Patients displaying challenging behaviour can be demanding both physically and mentally and this can be increased if violence and aggression or physical restraint is necessary.
Antisocial behaviour involving local youths is a common occurrence.
Physical Skills: 
Good organisational skills – constantly
Keyboard skills – frequently
Good problem solving skills - frequently
Physical Demands:
Walking patrols of sites – several times daily
Vehicle patrols of sites - daily
Good problem solving skills – frequently  
Mental Demands:
Telephone calls, enquires, visits and colleagues seeking advice – constantly.
Emotional Demands
Dealing with difficult situations/circumstances – frequently
Dealing with complaints – ad hoc
Being exposed to distressing events within the Hospitals – frequently 
Environmental Demands
Fast paced at times unpredictable environment
Frequent use of VDU / CCTV equipment
External patrols and car park management during inclement weather.



	13.  KNOWLEDGE, TRAINING AND EXPERIENCE REQUIRED TO DO THE JOB

	
Security Officers must have the ability to communicate and empathise with difficult and /or confused individuals. An essential requirement of the post is a highly developed ability to verbally de-escalate potentially aggressive or violent situations. Good Interpersonal and communication skills including negotiation and reasoning.

Security Officers must attend violence and aggression training.

Security Officers must be able to communicate well in all situations and at all levels.

Security Officers must be able to operate computerised systems and be proficient in Microsoft Office I,e, Word and Excel.

They must have a working knowledge of current legislation i.e. GDPR or dealing with violent and aggressive individuals.

Security Officers must have a full and clean UK driving license.

Security Officers must be prepared to attend further training when required to do so.

Security Officers must be prepared to operate between hospital sites within Fife.

Security Officers may be required to work at short notice in a National Emergency Situation

Security Officers must demonstrate a flexible working attitude.

Security Officers must have knowledge of report writing and statements.

Good Understanding of Health and Safety

Able to work under pressure

Problem solving skills

Good Organisational and Co-ordinating skills

Good Time Management skills

Ability to liaise effectively and exercise discretion at all times

Must demonstrate a flexible and adaptable working attitude as may be required to work at any site within NHS Fife or be required to work at short notice i.e. in a Major Emergency situation.

A level of English language competency and communication skills necessary to perform this role safely and effectively
A 



	14.  JOB DESCRIPTION AGREEMENT

	A separate job description will need to be signed off by each jobholder to whom the job description applies.
 Job Holder’s Signature:

 Head of Department Signature:

	


Date:

Date:




Head of Estates


Security Manager


Security Chargehand (1 WTE)


Security Officers (12WTE & 3 Bank)
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