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	 1. 	JOB IDENTIFICATION
Job Title:     	Digital and Infrastructure Analyst
Responsible to:      	Digital and Information Systems Infrastructure Manager
Department:             	Digital and Information - Information Technology
Directorate:              	Planning and Performance
Operating Division:      Finance
Job Reference:  
No of Job Holders:  	2
Last Update:  	May 2021



	2.	JOB PURPOSE
To implement, manage and support core infrastructure within NHS Fife and the GP estate, sometimes out of hours and on-call in order to provide the relevant support required by a 24/7/365 organisation.

Server support involves resolving IT incidents and implementing IT changes across NHS Fife, following agreed procedures to agreed timescales. The Server team is supported by other Internal support teams, but will be leading the way regarding proactive Server Management and Maintenance within the Core Infrastructure Estate and GP Servers across Fife.



 
	3. 	DIMENSIONS
Implementation and managements of infrastructure for all 8500+ NHS Fife staff to support the delivery of healthcare and services to 350,000+ patients. Infrastructure failure can have direct impact on patient care. It should be noted that as ICT becomes more and more critical to the provision of healthcare services, consideration must be given to the responsibility carried by ICT professionals in ensuring reliable, readily available access to patient information and clinical systems across all aspects of the service.

Supported sites include all NHS Fife sites, including GP, shared and private accommodation all over Fife. Users include all staff levels - Consultants, Doctors, All Nursing staff, Directors, all Clerical Staff and all staff groupings i.e. Medical, Clinical, Technical, Clerical etc.

Technical dimensions:
· LAN, WAN & WLAN environment across Fife.
· Various types and models of computer hardware and associated peripherals with over 300 servers, 7000 Personal computers and 2000 printers
· Microsoft Operating Systems environment supporting Microsoft Office Suites /Applications
· A wide variety of clinical and non-clinical business applications (see section 7b for more information about Systems related).
· Approximately 6500 Service desk contacts per month 



	4. 	ORGANISATIONAL POSITION




	5. 	ROLE OF DEPARTMENT
The overall aim of the Digital and Information  Department is to deliver and maintain a comprehensive integrated digital information technology and health information strategy in order to ensure that the right information is provided in the right place at the right time, to support highest possible levels of diagnosis, treatment and care of patients and clients, to support continuous improvement of the health of the populations we serve and to achieve more effective integration between Health and the care services of our Local Authority partners.

This includes patients’ case notes and other information for clinicians working in the community and primary care, in outpatient clinics, on the point of admission for inpatients/day cases and for review after discharge:  it includes developing and supporting electronic information systems for clinical and management use: and it includes collection and analysis of data required by the Scottish Executive Health & Social Care Department, for local monitoring of activity or performance, and for surveillance and protection of the health of our populations

The Digital and Information Department has approximately 110 staff, a revenue budget of approximately £10m, annual capital budget of approximately £1m. The Digital and Information Department comprises the following departments:

· Operations – responsible for the overall IT service delivery to NHS Fife, H&SCP, Contractor Services and partner organisations including the delivery of the underpinning technical infrastructure and applications to support the health and corporate directorates across NHS Fife and partner organisations to agreed KPI’s and SLA’s. 
· Strategy and Programmes - responsible for the development of the medium to long term Digital and Information /IM&T Strategy and the delivery of a large number of highly complex programmes and projects including significant service reconfiguration
· Information Management – responsible for the collection and analysis of information, information governance and delivery of knowledge management services. This service comprises Knowledge Services, Information Governance and Business Intelligence Acute, Partnerships and Public Health.
· Business and Resource Management – responsible for financial management, procurement & contract management, audit & FOI co-ordination and aspects of HR, health & safety, General Governance and facilities management activities.



	6. 	KEY RESULT AREAS
Specialist advice on the design and support of enhancements/additions to all Servers which will ensure a resilient, scalable and secure infrastructure that conforms to local/national standards and conforms to the Digital and Information and IT strategies.

Technically evaluate, install, configure, support and maintain the Server Infrastructure. Requiring specialist skills and knowledge in a broad range of technologies with a high degree of accuracy, evaluating potentially complex solutions. Ensure that the appropriate standards are achieved in relation to the systems assigned.

Operate and maintain a variety of systems assigned, understanding their operation, undertaking system administration duties, including appropriate system backups ensuring system productivity and reliability at all times. This role will require a particular focus on proactive maintenance of a Server Farm, developing scheduled checks and updates as required.

Assist the Infrastructure Engineers to supply information regarding various hardware and software packages to users, discussing their requirements to allow efficient use and standardisation of equipment and software. Providing comprehensive technical support to all users of the systems assigned and support, potentially, with the investigation, escalation and/or resolution of Digital and Information  incidents, problems and changes related with any of the servers provided by the Digital and Information  Department following established processes.

Producing and maintaining documentation and manuals. Developing procedures for the management of active components of the technical infrastructure, servers and clinical/non-clinical systems.  This includes working with other specialists internal and external to the department to formulate these Digital and Information procedures.

Ensure that complete and comprehensive implementation, test, backout plans are prepared and risk assessments are carried out prior to any change to the infrastructure or systems.

Provide support by dealing with calls for support via the Digital and Information Service Desk, logging and updating calls as required in a timely manner for a variety of incidents, problems and changes covering a wide spectrum of hardware and software. Identify and resolve problems and where necessary escalate to an appropriate third party. Ensure relevant documentation is maintained for work undertaken utilising the department Service Desk System.

Represent the Department, as directed by the Systems Infrastructure Manager, on interdisciplinary project teams to facilitate the implementation of a variety of Digital and Information projects related with systems, working independently and proactively.

Continue to develop, improve and broaden knowledge and skills necessary for the execution of professional and technical duties.  Attend relevant meetings, seminars and demonstrations as directed by the Systems Infrastructure Manager.

In the event of system(s) failure, there is a requirement to remain behind after hours to ensure recovery of critical operational systems.

The post holder will be required to participate in a early / late cover rota between the hours of 8am & 6pm (Monday to Friday) and a 24-7 on-call rota as required.

Other relevant duties as directed by the Systems Infrastructure Manager.
In terms of ITIL, the key result areas are:

1. Incident management. Responds to desktop incidents reported (calls/tickets), functionally escalated by the service desk or directly assigned by the Team Leader, attempting the resolution of incidents when caused by desktop hardware or software and escalating to 3rd line support if appropriate. Maintains records and advises relevant people of actions taken.
2. Change management. Develops, documents and implements changes based on RFCs approved according to the applicable level of authorisation. Applies change control procedures.
3. Asset management. Communicate any variation in any configuration item involved in the resolution on desktop incidents or changes to the CCR team following agreed procedures. Tag assets/items involved in calls assigned to 2nd line support. Applies tools, techniques and procedures for updating information related with CIs involved in the 2nd line service requests (changes or incidents).
4. Documentation. Creates and maintains desktop support documentation according to agreed procedures and tools, under the supervision of the Team Leader and subject to approval.
5. Operations. Carries out operational procedures. Contributes to the implementation of desktop hardware and software maintenance and installation work. Identifies operational problems and contributes to their resolution. Provides appropriate information to specialists, users and managers.
6. Strategy & planning. Supports the Team Leader providing information regarding desktop needs/requirements detected (i.e. refresh/upgrades) that have not been previously logged in the system as a request.  Supports the Team Leader and the Technical Architect identifying new desktop IT hardware or software that can be applied within the infrastructure. Tests and assesses new desktop solutions following instructions given and reporting the outcome.
7. Problem management. Participates in teams created for the investigation of underlying causes of IT problems when required.
8. Service Level Management. Reports the actual service level provided (i.e. respond and resolve time) in calls/services requests attended by the post holder. Provides feedback regarding ways to improve SLAs based on the scope and perspective of the role.



	7a. 	EQUIPMENT AND MACHINERY
· Office equipment like personal computer, desktop and/or laptop, printers, scanner, PDA, projector, photocopier, phone.
· Systems equipment: Servers (i.e. UNIX, Windows), server racks, diagnostic equipment and wide variety of software utilities and diagnostic programs.
 

	7b. 	SYSTEMS
NHS Fife IT infrastructure is a Microsoft Windows based environment within a complex but secured network with controlled access to the Internet.
At NHS Fife a wide variety of systems are installed to cover different needs. At the present time over 200 systems are in place. 
Applications are available for users in different ways, supporting thin and thick clients, web based applications, published via Citrix and via terminal emulation.
The following list illustrates but is not limited to the variety of systems available: MS Office Suite, Adobe Acrobat, MS Visio, Business Objects, Anti-virus and encryption software, MS Internet Explorer, SharePoint, Assyst, Meycor Cobit, EAR. PiMS, Cedar Financial, Clove, CRIS, Datix, EFilm, Fusion Browser, Oasis, Pay Roll System, HOBS, Mobius, Powergate, MS Exchange, SCI-DC, Crystal reports, SMS, etc.



	8. 	ASSIGNMENT AND REVIEW OF WORK
The Team Manager will decide the best way to distribute calls/service requests within the team to ensure timely and efficient resolution according to service levels agreed.

The volume and duration of calls/service requests are monitored and regularly discussed on individual and team basis.

A formal performance review system is in use, objectives will be set in conjunction with the Desktop Support Team Leader.



	9. 	DECISIONS AND JUDGEMENTS
The post holder is frequently the first point of contact for enquiries and will determine the extent to which they are authorised to give advice.

Much of the work is governed by set procedures and standards and thus the postholder is free to make appropriate decisions within the procedures set, like deciding the technique or method to be used to resolve an incident in the quickest way and minimising the impact but always within the boundaries of the freedom allowed by the specific operational processes and procedures applicable.

The post holder suggests ways to resolve incidents and implement  changes in a better way (quicker and minimising the impact) by drafting procedures within the remit of the role, subject to further review and approval by colleagues and the Team Leader.

The postholder assesses the impact and urgency of incidents and changes assigned to him/her and escalate it if required (functional and hierarchical).

The postholder assesses the risk involved when performing technical interventions on desktop hardware and software (i.e. data loss).

Unless the Team Leader assigns work in a different way, engineers arrange their own daily schedule for attending calls/service requests based on agreed resolution times and efficiency criteria.



	10. 	MOST CHALLENGING/DIFFICULT PARTS OF THE JOB
User interaction can often be within highly stressful circumstances. The post holder must be able to communicate effectively during these periods and work to resolve the issues. 

Assessing the impact and urgency of service requests keeping the overall organisation perspective.

Scheduling the daily job in order to ensure the quickest resolution of calls with minimal impact to the organisation, changing priorities of calls if appropriate.

Identifying causes of incidents and problems in a complex IT infrastructure with a high volume of changes.

Determining the balance between the time/effort invested in attempting fixes/implementations and escalating calls if required but ensuring the expected service level can be provided.



	11. COMMUNICATIONS AND RELATIONSHIPS
· On a daily basis by phone/email or face-to-face: NHS Fife staff, Technical Support Analysts, Desktop Support Team Leader and colleagues, Service Desk staff, Change, Configuration and Release manager, system services suppliers.
· Very frequently by phone/email or face-to-face: other IT team leaders and managers, Technical Architect, IT Continuity Manger, Service Level Manger, Problem Manager, Primary Care IT services coordinator.
· The post holder will use a wide range of methods in order to achieve this e.g. memos, e-mail, telephone, presentations (formal/informal).





	12. 	PHYSICAL, MENTAL, EMOTIONAL AND ENVIRONMENTAL DEMANDS OF THE JOB
PHYSICAL – Frequent requirement to exert moderate physical effort for short or long periods during a shift. Sitting for long periods at a PC, carrying, lifting, moving objects in excess of 10 kilos over short distances.

MENTAL – A requirement to undertake a varied and frequently demanding workload with a demand for concentration the varied technical configurations. A requirement to remain calm under the pressures brought on by day to day contact with technical and non-technical NHS staff, and the events arising from Systems breakdowns directly impacting patient care. Frequently switching between situations requiring concentration and instant decision making in the event of a Systems interruption or breakdown. Requirement to understand a wide variety of Systems technologies to enable troubleshooting of sometimes complex problems. 

EMOTIONAL – Occasional exposure to aggressive, challenging behaviour from staff.  Very Occasional exposure to ongoing clinical procedures (e.g. Theatre surgery, endoscopy, Resuscitation, etc.). Extremely rare indirect exposure to challenging patient behaviour, distressed mental health patients, geriatric and very elderly patients, vulnerable and mental health child patients. Extremely rare exposure to challenging and disturbed/emotional behaviour from public. 

WORKING CONDITIONS – Exposed to electrical equipment and hazards. The ability to use required tools and diagnostic equipment in safe and appropriate manner. Required to work at VDU continuously.  Occasional direct exposure to dirt, dust, smell, inclement weather.  





	13. 	KNOWLEDGE, TRAINING AND EXPERIENCE REQUIRED TO DO THE JOB
Qualifications: HND in computing subject and significant experience in this type of role OR  
substantial relevant experience in this type of role and evidence of relevant continued professional development.

Experience: A broad working knowledge of IT systems support, including distributed environments like client-server, multi-tier architectures, clustered, peer-to-peer and virtualised environments. Working knowledge with PCs, Microsoft Windows, MS Office, delivering support to a wide customer base. Good understanding of local, wide area and wireless networking is essential. Demonstrate experience of working within strict change control and risk averse IT environments.

Knowledge and skills. 
Keeping abreast of current technology advances and service standards to be effective in the service development dimension of the team.

· The ability to use required tools and diagnostic equipment in safe and appropriate manner.
· Excellent interpersonal skills, telephone techniques, active listening and questioning and complaint management.
· Teamwork – The ability to work as part of a team and autonomously are essential.
· Empathy with Users – It is essential to look at things from the customer’s perspective, when seeking assistance from the department customers often have a tight deadline to meet or may be unable to undertake their duties.  If they demand an action beyond your control, politely refer them to the line manager.
· Because customer support is a stressful activity, a clear and helpful frame of mind is essential.  The ability to work and remain calm under pressure
· Excellent communication skills, articulate and methodical approach to work.
· Organisational skills and ability to create and follow maintenance schedules.
· Customer focused approach to work
· The ability to work well in a demanding user led service.
· The ability to respond quickly to multi tasks.
· Excellent analytical skills and initiative to identify and resolve potentially complex problems spanning multiple systems and geographical/operational areas.
· Specialist technical skills in all aspects of system support.
· The postholder should also possess the ability to self-acquire new skills, use own initiative and take responsibility for continuing professional and technical development of current and emerging technologies.
· Systems design, development and deployment skills.
· An excellent in-depth technical knowledge of distributed environments like Client-server, 3-tier architectures, clustered, Peer-to-peer and virtualised environments, mainly Microsoft environments. 


  



· The post holder is also expected to be self-sufficient in the installation, configuration, support and maintenance of current and new technologies encompassing:
· [bookmark: OLE_LINK1]AntiVirus software
· Backup software
· Firewall software
· VMWare & Citrix XenApp
· Microsoft Active Directory
· Microsoft Office (all versions)
· Microsoft Windows (all versions, desktop and server)
· GP Clinical Software (BlueBay, EMIS, Vision INPS, Label Trace)

Mandatory Induction Standards and Code of Conduct for Healthcare Support Workers – NHS Circular CEL(2010)23 
Your performance must comply with the “Mandatory Inductions Standards for Health Care Support Workers in Scotland” 2009; and with the Code of Conduct for Health Care Support Workers, both as amended from time to time, which will be issued with your contract (further copies can be obtained from Human Resources). Failure to adhere to the Standards or to comply with the code may result in poor performance measures or disciplinary action and could lead to dismissal; or if you are self-employed, such failure will be deemed to be a breach of an essential term of your contract, allowing us to terminate with or without notice.
    



	14. 	JOB DESCRIPTION AGREEMENT

	A separate job description will need to be signed off by each jobholder to whom the job description applies.

 Job Holder’s Signature:

 Head of Department Signature:

	


Date:

Date:



General Manager – 
D & I & IMT 


D & I Head of IT Operations


Applications or Systems Infrastructure Team Manager


Infrastructure Engineers


Infrastructure Analyst


Systems Infrastructure Assistant / Apprentice
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