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 NHS NATIONAL SERVICES SCOTLAND
JOB DESCRIPTION 
	1.     JOB DETAILS

	Job Title
	Senior Information Security Architect

	Immediate Senior Officer/ Line Manager
	Head of Information Security

	Department
	Cyber Security Team

	SBU
	Digital and Security

	Location
	Flexible

	CAJE Reference
	NPITG295

	

	2.	JOB PURPOSE

	The post holder will work as a national cyber security subject matter expert and as a consultant to NHS Scotland health boards and in support of major IT projects.  
The post holder will be responsible for information security architecture design of strategic national IT solutions and contracts for NHS Scotland, and will promote and ensure alignment to national authority and security industry leading good practice.  
The post holder will be accountable for deciding and recommending appropriate course of action to resolve complex, contentious issues within national IT initiatives, and be able to communicate and influence decisions to senior health board and Scottish Government stakeholders, achieving the necessary buy-in, ultimately resulting in the implementation and operation of secure information services for NHS Scotland.

	

	3.  	 DIMENSIONS

	The Senior Information Security Architect will work with major national projects and programs, influencing the spend tens or hundreds of millions of pounds a year across NHS Scotland. This work will be carried out for, in collaboration with, and on behalf of NSS, health boards and national programs.  
The post holder will develop business cases for major national cyber security initiatives typically valued in hundreds of thousands or millions of pounds to deliver national security infrastructure. 
The post holder will contribute to the drawing up and management of the national NHS Scotland cyber security budget; will monitor the national cyber security team budget and work with finance business partners as needed to ensure that budget expectations are met; and will be responsible for the purchase of security technology and software aligned to national strategy.
The Senior Information Security Architect will directly manage a team of security practitioners who will provide security architecture and consultancy services.
The post holder is responsible for production and delivery of core specialist information security training both within NSS and for health board security practitioners – for example training on secure design, security architecture development and how to carry out cyber risk assessment and select appropriate security controls.




	4.   	ORGANISATION CHART

	[image: ]

	

	

	5.   	ROLE OF THE DEPARTMENT

	The Cyber Security Team provides national information security services across the whole of NHS Scotland in four key result areas:
· Security policy and compliance: Delivering national security policy and standards, and helping health boards to implement these to meet regulatory requirements
· Cyber Security Operations Centre (CSOC): Identifying and mitigating cyber threats continually and real-time. Providing advanced cyber security services on a national basis “once for Scotland”
· Security advisory services: Security design and assurance of NHSS applications and IT projects to ensure security of NHS Scotland data and manage risk
· Managing national infrastructure: SWAN cyber security including assurance of service design, managing supplier, handling incidents and supporting members
The Cyber Security Team sits within the Digital and Security (DaS) business unit.  
DaS supports the NHS Scotland national eHealth agenda through the effective delivery of IM&T products and services across Scotland. 
DaS has of the order of 350 staff, approximately 260 based in Edinburgh and 90 based in Glasgow where national level software application products are developed, maintained and supported. DaS is currently involved in over 50 projects and programmes in support of eHealth across NHS Scotland.




	

	6.   	KEY RESULT AREAS

	1. Security design of major national IT information systems, solutions and contracts, typically valued in millions and tens of millions of pounds.  Providing expert security advice on the design and implementation of systems at all project stages. 
2. Carrying out risk assessments and drawing accurate conclusions to advise projects how to secure information systems will be a core activity.  This shall entail understanding and making judgements based on highly complex facts or situations; analysing, interpreting and then making recommendations on a range of options and responses to identified cyber risk. Risk assessment will be carried out on a continual, iterative basis, in collaboration with complex stakeholder project teams and over multi-year programs.
3. Selection and application of appropriate security standards in context of different projects and needs, including but not limited to: NHS Scotland Information Security Policy Framework which is aligned to 27001 and Cyber Assessment Framework (CAF), CIS Critical Controls, 27000, Cloud Security Principles, Cobit, NIST standards, OWASP, etc.
4. Influencing key stakeholders to ensure that controls are incorporated, and escalating unmitigated risks if needed. 
5. Lead and participate in the development of national cyber security standards and strategy applicable to all projects and programs across all of NHS Scotland. 
6. Plan multiple complex and overlapping activities needed to meet competing and extensive demands of NHS Scotland programs and projects.  Scheduling work to ensure that security deadlines and milestones are met for major programs such as multi-million pound CHI re-procurement, NHS Scotland Office 365 digital transformation and national GP IT systems.
7. Lead and manage a team of security practitioners to deliver the scale of consultancy required to deliver NHS Scotland projects and programs.  Coordinating engagement with different projects and scheduling workload within the team to meet expectations in the most efficient and timely way possible.
8. Review and collaborate with external sources of cyber security intelligence in the both the public and private sectors to maintain depth of knowledge in the specialist field – in particular National Cyber Security Centre (NCSC), NHS Digital and suppliers
9. Research constantly evolving security threats that impact NHS Scotland such as emerging attack patterns and cyber crime techniques; and develop corresponding standards, designs and recommended mitigations
10. Development security policies that impact the whole of NHS Scotland.
11. Work collaboratively with other security practitioners and project teams within NSS, across NHS Scotland, Scottish Government and Local Authorities 
12. Provide Solutions for highly complicated issues, making judgements, often under pressure, where no precedent exists and relevant facts and consequences may be unknown. The post holder will often be the leading cyber security expert called upon to assess risks and recommend action. Where there are there are opposing ways forward the post holder will have to make a call based on analysis and communicate this to relevant stakeholders. 
13. Develop, motivate and monitor staff to ensure that individual and collective objectives are achieved and an acceptable workplace climate is sustained.  
14. Produce and deliver training, both within NSS and to staff in health boards, around core competencies of cyber risk assessment security architecture and design.
15. Plan and organise a broad range of complex activities and programmes on an ongoing basis including running cyber risk assessment workshops, engaging suppliers to address problems in short timescales, stakeholder engagement workshops, change advisory boards, strategy planning sessions, procurement and evaluation activities, etc.  The post holder will formulate, adjust and refer to corresponding plans and strategies such as project plans and NHS Scotland cyber, IT and digital strategies.

	

	7.    	ASSIGNMENT AND REVIEW OF WORK

	On a day to day basis the post holder will direct the majority of their own work and determine the best way in which strategic goals can be met, feeding into the Director of Information Security & Governance and Senior Management Teams.
They will be guided by NHS Scotland and NSS cyber security policy and standards, but in most situations the post holder will need to establish the way in which these should be interpreted and applied. 
In particular the Senior Information Security Architect will be working with innovative IT projects that are likely breaking new ground when it comes to how information systems work within NHS Scotland.  It will therefore be necessary to interpret NHS policy and good practice into new operating models to ensure that security is maintained.
Work will be carried out primarily through working on solution designs and risk assessments but will also require extensive personal contact with a range of other personnel (including technology specialists, project owners and end users), formal and informal meetings, producing written reports, problem solving, analysis and investigation.
The post holder will work within the Cyber Security Team goals and strategic context, including:
· Scotland's Digital Health and Care Strategy – the digital strategy covering all of NHS Scotland
· NSS Strategy – our top level strategy to national infrastructure services and solutions which are integral to the delivery of health and care services in Scotland Work is allocated by manager/self generated.
· Key regulation and policy – in particular the Security of Network and Information System (NIS) regulation and corresponding NHS Scotland Information Security Policy Framework
The post holder will be required to co-ordinate and implement cyber security research activities to ensure that appropriate advanced security technology is applied correctly in digital transformation and IT innovation projects.  This will involve gathering information, independent investigation, stakeholder and peer consultation and engagement, and developing reports and recommendations based on research and findings.
The post holder will work on a continual basis as a national authority and subject matter expert to ensure the secure design of key national systems and infrastructure impacting all health boards such as the national digital platform, Scottish Wide Area Network (SWAN) (or what replaces SWAN) and Office 365.

	· 

	

	8.    	COMMUNICATIONS AND WORKING RELATIONSHIPS

	The post holder will provide and receive highly complex and sometimes contentious information, and will require developed persuasive and re-assurance skills to achieve buy-in from a wide range of senior stakeholders and budget holders who are responsible for delivering the information systems. It can be challenging to achieve agreement because the information about security threats and mitigating controls can be difficult to understand and often involves financial expenditure to reduce risk.  
The post holder will need to distil and communicate complex technical and security information where the post holder will be an expert but the recipients of information will have mixed levels of technical capability and understanding.
Most communication will be with senior external stakeholders including IT directors, Directors of Finance and senior budget holders within Scottish Government.  
The post holder will also need to establish and maintain a wide network of peers both within NHS Scotland and external to NHS Scotland such as within NHS Digital, NCSC and within key NHS suppliers such as Atos and Capita.


	

	9.	MOST CHALLENGING PART OF THE JOB 

	The most challenging parts of the job are:
· Building and maintaining effective senior stakeholder relationships needed to achieve buy-in and influence good decisions regarding security risk assessment and controls – for example with senior budget holders in health boards, Scottish Government and in our partner and supplier organisations.  Managing the political environment within NHS Scotland to influence the direction of expenditure when critical to reduce cyber security risk for highly competed budgets.
· Communicating with other personnel both within NSS and wider NHS Scotland who are non-technical and may not understand security concepts, being able to explain technical terms and  overcome barriers of understanding.
· Prolonged levels of concentration required and high levels of technical expertise and knowledge needed to complete cyber risk assessments and establish good IT designs.  Maintaining perspective with respect to levels of risk to ensure good decision making, sometimes in tense environments or during emotive events such as security incidents.
· Maintaining skills and expertise and keeping up with the fast moving world of security threats, technology and good practice – a constantly and rapidly evolving challenge

	

	10.	Systems

	Cyber security systems 
Security infrastructure applications, including:
· Risk assessment and security architecture tools including our NHS Scotland Risk Triage Tool (for quick assessment of overall level of risk) and detailed risk assessment methods, spreadsheets, forms and online systems as needed e.g. to meet requirements of assurance bodies
· CSOC and security infrastructure applications such as ATP and Microsoft 365 security portal; IES and Xtraction to monitor vulnerabilities and deliver a national dashboard and reports; 
· Various other security tools such as vulnerability scanners & pen testing tools, forensic analysis systems, external systems such as NCSC Active Cyber Defence (ACD) systems.
Business and office systems 
Standard office productivity and automation systems, including:
· NSS business systems: flexi-time, expenses, meeting room and HR/appraisal systems – which the post holder will use to manage their time, benefits, payroll and other office working data
· Standard office productivity and collaboration tools such as MS Office, Teams, Visio and ServiceNow which the post holder will use to carry out their day to day activites, write documents, manage tasks and interact with other staff

	


	11. 	WORKING ENVIRONMENT AND EFFORT

	The working environment will be almost entirely office based with minimal physical effort.
A combination of sitting, standing and walking with little requirement for physical effort. There may be a requirement to exert light physical effort for short periods.  Majority of work is computer based, the post holder should be comfortable working at a computer over an extended period.
The post holder will frequently be required to concentrate for prolonged periods, such as during a cyber risk assessment which is an example of a typical daily pattern of work.  Occasionally there will be a need for intense concentration, such as during a security incident which can be a particularly stressful situation.
NSS supports flexible working and the post holder will have good flexibility around working hours, however, sometimes working long hours may be required, such as to meet a deadline during the development of a major IT project milestone such as project gates.
There can be occasional exposure to distressing or emotional circumstances, for example during a major cyber security incident, or when working toward major deadlines or deliverables for national projects.  Particularly if there is a significant outage of service or a major loss of data, the post holder may need to work with technical specialists in the affected organisations to assist in the incident investigation and response – these can be stressful times for all involved and ability to remain calm and work positively under this pressure will be essential.


	

	12. 	ENVIRONMENTAL / WORKING CONDITIONS & MACHINERY AND EQUIPMENT

	There is a requirement to use Visual Display Unit equipment more or less continuously on most days.
The working environment will be almost entirely office based, and will mostly involve working at a computer.  There will likely be no need to operate machinery.  May need to go into server rooms or under desks on occasion to access network cabling.
The post holder will likely need to travel off site on occasion and this may sometimes be needed during poor weather.
There is no need to handle dangerous substances or equipment and no prolonged exposure to unpleasant environmental conditions.

	

	13. 	QUALIFICATIONS AND/OR EXPERIENCE SPECIFIED FOR THE POST

	The post holder will utilise highly developed specialist knowledge across a range of cyber security techniques and procedures, underpinned by knowledge and practical experience in the design, implementation or operation of information systems (for example web applications, client server architecture, local and wide area networks, etc.).
The post holder will hold a Technical degree in computer science or similar (or equivalent).
The post holder will additionally one (or more) of the following qualifications (or equivalent):
· Information security – experience or qualifications in information or cyber security such as information security manager, information security officer, CISSP, CISM, ISO27001 implementer or auditor, CEH, Incident Handler, etc.
· Technical or security architecture – TOGAF, Zachman, Cloud Security Alliance, CREST Technical Security Architect, or architecture specialisations of security certifications such as CISSP-ISSAP
· Technical qualifications – certification in various technology such as Cisco, Microsoft, Amazon, Checkpoint, Juniper, Fortinet, etc.
The following baseline skills and experience are essential:
· IT experience – experience working in IT discipline such as software development, network administration, solution architecture or design or IT support
· Advanced standard computer skills – the post holder will be an advanced computer user familiar with all basic aspects of utilising multiple applications simultaneously, moving data around, fast typing and advanced use of standard Office applications
· May need to be able to travel to remote areas in Scotland to assist a health board on site as part of an incident investigation 
The post holder will work at a senior level within NHS Scotland – previous experience in stakeholder engagement, gaining senior stakeholder buy-in, public speaking and presenting, and influencing decision making will assist the post holder in achieving the necessary outcomes.

	


	14.   	JOB DESCRIPTION AGREEMENT

	A separate job description will need to be signed off by each post holder to whom the job description applies.


	Post holder Signature:
	
	Date:
	
	

	
	
	
	
	

	Post holder Print:
	
	
	
	

	
	
	
	
	

	Manager Signature:
	
	Date:
	
	

	
	
	
	
	

	Manager Print:
	
	

	
	
	
	
	

	Manager Title:
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