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JOB DESCRIPTION
	1. JOB IDENTIFICATION

	Job Title:                                          SECURITY OFFICER

Responsible to (insert job title):      SECURITY MANAGER

Department(s):                                 SECURITY

Directorate:                                      ESTATES & FACILITIES
Operating Division:                          FIFE ACUTE HOSPITALS

Job Reference:

No of Job Holders:                           15
Last Update (insert date):




	2.  JOB PURPOSE

	To provide a safe environment for patients, staff and visitors which is free from crime and the risk of fire, achieved through routine patrols and the investigation and careful inspection of incident and complaints as received from Staff and the general public  




	3. DIMENSIONS

	To provide a service which is customer focussed, requiring Security officers to interact with and recognise the needs of the NHS workforce of some 1600 people which it serves. It is a necessary requirement for security officers to have the ability to deal with the general public and have the inter personnel skills to resolve difficult demanding scenarios and have the confidence to put people at ease or deal with matters in a more robust fashion.


	4.  ORGANISATIONAL POSITION

	



	5.   ROLE OF DEPARTMENT

	The role of the security department is to maintain security throughout the Hospital by means of CCTV monitoring and recording, the Issuing of computer generated security identification badges and the strict control of authorised access systems. Securing departments and buildings throughout. To conduct foot and mobile patrols of the main Hospital complex and car parks plus the patrolling and monitoring of satellite medical facilities within the community. To identify and assist all staff patients and visitors.



	6.  KEY RESULT AREAS

	Speak on a daily basis with charge hand or Security Manager to accept duties and exchange crime intelligence. Consult on a needs basis with Fire Adviser and Facilities staff on matters relating to building repairs and concerns, fire prevention and unhindered egress through emergency exits. 

The postholder is constantly in discussion with various department Managers such as Pharmacy, Hospice, Forth park Hospital, Nursing College and Whytemans Brae Hospital as part of the service giving support and first line advice and assistance.

Security Officers maintain a high profile within the hospital and its grounds, being seen as a source of information and direction aiding all those needing the guidance, reassurance and assistance. 

Providing physical assistance to hospital staff when requested to a difficult demanding situation which at the time has been deemed as confrontational and potentially physically damaging. Security officers provide the following at times of need: 

· Being at hand when nursing staff and doctors find themselves in vulnerable situations when dealing patients and their families who have been emotionally effect by events or news.

· Patient of visitor engaging staff in verbal or physical confrontation through human nature reasons 

They are required to placate difficult individuals by communication or with physical restraint whilst providing a protective cover to staff in difficult demanding situations. This is primarily achieved due to the security officers vast experience in human nature and individual habits

· Officers are fully trained in Violence and aggression training

· First aid 

· Fire Trained

A full Security Escort Service is provided for staff and visitors alike to and from the hospital car parks and buildings within the grounds.

They are required to hold keys to various specialist departments including the restaurant and cashiers and are on call to secure and open said locations. The also have a responsibility of key safety and the issue to appropriate individuals.

The maintenance of the Hospital Key register and subsequent re issue of keys as required. They are required to allow access out of hours to various companies.

The monitoring, detection and reacting to emergency alarm systems or incident within the hospital and its grounds. Alarm activations such as:

· Department alarm systems

· Personal alarm activation

· Telephone alarm activations

· Fire alarm activation

· Phone call from  distressed person 

Playing a pivotal role with the Fire and Police Service, providing physical or electronic assistance to incident and ongoing investigations.

Such as.

· Reacting to the fire alarm activation, by viewing the digital reader.

· Locating the fire point or disturbance

· Escort  Fire/Police service directly to the point of concern

· Providing Police/Fire service with internal communication systems 

· Providing a cordon for emergency services

· Security Officers are trained in basic life support in case of emergency.

Receiving and acting upon complaints, be it criminal or other, followed by active investigations, conducted in close cooperation with the local police authorities and hospital staff and visitors.   

· Confronting and calming the victim 

· Conducting a full search for the offender(s)

· Confronting the offender(s) or identifying and monitoring offender(s) which may be single or large      groups disturbing or upsetting staff and patients.

· Detaining the offender(s) until handed over to appropriate authorities.

· Recording all details and compiling reports for onward transmission to the appropriate authorities

Maintain the flow of traffic within the grounds of the hospital for all vehicles especially  emergency vehicles

· Standing for long periods at times in adverse weather conditions, directing or stopping drivers from manoeuvring their desired driving course

· Placing bollards and security tape in areas where events or larger vehicles need to be parked i.e. MRI vehicle and maintaining the area until occupied

Enforcing the policies of the hospital. The interviewing of staff and preparation of  written reports and documents for follow up enquiry and investigation

· Enforcing the no smoking policy
· Focussing on the illegal parking issues throughout the hospital

· Confirming general security issues about the hospital

To investigation reports of missing patients, requiring a detailed logical physical search of the immediate area followed by a wider sweep whilst maintaining communication with the department and also the Police. Only to be concluded on the authority the police or when the missing patient returns.

To play a major role in the evacuation of wards staff and patients due to fire or other hazard.

Assisting patients/visitors who have found themselves lost within the grounds of the Hospital complex

To maintain a high profile uniformed presence in at risk areas to deter offenders and support vulnerable staff working quickly and efficiently with a minimum of supervision.

· Security Officers  when attending become an instant target simply due to their distinctive uniform they wear, which being a vital part of the job. 

 Engage in the transit of monies between hospitals and external banking facilities along with accompanying medical staff in the movement of drugs between Pharmacy, Whytemans Brae and hospice to deter theft 

Complete both written and computerised records of security and fire incidents to provide statistics data. 

Liaising and supporting Estates personnel.

· Assisting Estates staff on issues about the hospital

· Giving physical support when events require it.

Providing security cover in the event of a Major incident or as a result of a Terrorist Attack. This support is in line with Emergency planning direction. Setting up cordons, directing staff and visitors away from secure and contaminated areas and closing down the hospital 

To ensure that all departments are secure and to investigate breaches of security when discovered.

Providing a guide service to specialists (Non medical) attending the hospital.

Providing a security presence when departments are open out with normal working hours due to maintenance or other reason.

Maintaining the flow of traffic with in Hospital grounds, which require the direction to drivers and the issuing of information notices to vehicles left unattended and illegally abandoned 

To provide escorts throughout for visitors, fire and police and prison service.

To assist in the sighting and guarding of visiting medical facilities such as the MRI Scanner Training units to the hospital

Providing security cover and assistance to the Police when the FHB is visited by VIP’s.(MP’s or HRH)

Providing electronic evidence to Police when requested 

To provide mobile support, responding to alarms from external NHS sights around the region and also accommodation units.

To conduct enquiries relating to contractors operating at the hospital

To discourage drug addicts from entering the hospital.

Maintain observation in areas frequented by drug addicts, to ensure the area is clear of syringes and other drug paraphernalia, which being harmful to others. Investigating Fire appliance abuse. 

Escort Fife Fire officers about on routine checks along with Providing an escort to Trainee Fire Fighters on a site familiarisation exercise, requiring an extensive knowledge of the hospital and facilities.


	7a. EQUIPMENT AND MACHINERY

	Mobile patrols are undertaken by a dedicated vehicle. Computer applications including:

· BM5000 badge maker,

·  Wintacs access control, 

·  E-mail, 

· Windows based access control system and security incident report system.

·  The computerised MORSEMAN security system.

·  CCTV and monitoring equipment is used on four sites for which the Security Officer is responsible.

·  Fire alarm systems

· Swipe and barrier access control systems

Security Officers must have a working knowledge and understanding of the Hospital’s fire alarm system, coupled with an accurate knowledge of the Hospital layout; this includes all fire procedures and fire point locations. Officers are required to check that all fire point is fully equipped and serviceable during their duty period.  All fire alarms have to be attended and full fire reports compiled.

 

	7b.  SYSTEMS

	Operating a complex security identification computer based system and the production of ID cards with the addition of swipe access. Officers are also required to have a very good understanding of the Wintacs access control system while understanding and using the NHS intranet and messaging systems.

Full working knowledge of Digital camera

Security Officers are required to operate a number of communication systems to ensure that they are contactable at all times.

· Radio communication

· Mobile phone 

· Internal phone system

· Pager

They are expected to complete time sheets and forward them to the Charge hand for checking and onward transmission.

They are required to maintain all security logs and associated security monitoring systems and checks which are carried out regularly throughout their duty period.


	8. ASSIGNMENT AND REVIEW OF WORK

	Security Officers are given tasks to complete by the Security Manager, after which a full de-brief is carried out focussing on all aspects of the task and its results. The main aim is to identify and to take from the task better skills and procedures which are then incorporated into future operations. Meetings are held as follows:

· One to one with Manager  

· Manager and Chargehand and Security Officer

· Manager holds section meeting to discuss matters of security

Security Officers do conduct investigations into matters resulting from unrelated enquiries.

They are encouraged to identify weaknesses in the day to day running of the Hospital in terms of security and make informed suggestion to rectify the situation.

Assignments are given out on a weekly basis after which all areas are examined.  



	9.  DECISIONS AND JUDGEMENTS

	Security Officers are expected to make calculated decisions based on fact, judgement and detail known at the time this is carried out on a daily basis as swift decisions are required by a demanding work force. It is a common place for the security officer to Liaise working closely with the night time Hospital coordinator from which calculated have to be made. Security Officers play a recognised role in decision making be it instant or advisory especially when lives are at risk through fire or other hazards on the Wards.

As part of the security policy, all incidents have to be reported through to the Line Manager, giving not only a written account but also a full debriefing explaining in detail all actions, and decisions.

They  have to make instant decisions, based on knowledge, judgement and written directions from manager 

They are required to investigating crime and if required, make decisions regarding who to inform and when. 

Security Officers make daily decisions in accordance with training and written instruction to call for 

· Police assistance

· When to issue security identification

· When and to whom to issue keys

· When to involve other member of staff




	10.  MOST CHALLENGING/DIFFICULT PARTS OF THE JOB

	Dealing with a patient’s who are either Drug or Alcohol dependant and who due to their condition are extremely violent , and whose violence level is such that physical restraint is  a necessity, simply to remove the potential threat to nursing staff, patients and visitors alike.  

· Physical restraint meaning taking hold for long periods of time until either the person is calmed or they are handed over to the police., which can be for long periods up to one hour

· The offensive and scathing verbal abuse which is regularly cascades to security nursing staff, visitors and patients alike has to be controlled and removed; this is carried out by security officers who through experience have developed a unique ability to resolving such matters, removing the problem, and dealing mentally with the situation.


	11.  COMMUNICATIONS AND RELATIONSHIPS

	Security Officers are required on a daily basis to liaise with the Chargehand or Manager to examine set duties procedures, exchange criminal intelligence and current investigation and training needs. Consult on a regular basis with fire advisor and facility staff on matters relating to building repairs and general building concerns such as Health and safety issues. Fire prevention and maintenance of  access  through emergency exits across the site

They  patrol on foot of all internal areas along with external, during which they liaise with all departments confirming their presence giving assistance and direction if required, whilst reacting to calls for immediate assistance. At these times security advice is given and explained.

Fostering good relationships will staff and patients alike

Liaising with Police, Fire and ambulance staff during incidents and events, requiring action whilst attempting to prevent further problems. Assisting police on ongoing criminal investigations along with the detention of criminals found on site. Recovering CCTV footage through electronic transfer onto disc for court use. Attending and giving evidence at court in criminal cases.

Possessing the ability to communicate with either difficult or violent patients/relatives, defusing the situation to a workable conclusion. Able to convince through understanding, confused patients back to their respective wards without putting them in fear or further unrest. 

They regularly attend court to give evidence. They are required to assist in producing accurate statements to defence and prosecution.



	12. PHYSICAL, MENTAL, EMOTIONAL AND ENVIRONMENTAL DEMANDS OF THE JOB

	Security Officers are expected to deal with at times violent and physically/verbally demanding incidents to ensure staff, patient and visitor safety. This type of situation where physical restraint is required puts a heavy physical demand on security officer who have to restrain violent offenders for long periods.

When dealing with Violent and aggressive individuals and then empathising with victims, the emotional impact on all is very high.

They regularly deal with Patients who have become disorientated through their Medical condition who at the same time may become violent. The physical, mental and emotional effect  on the security officer can become immeasurable 

They have to demonstrate a high level of vehicle driving competence whilst patrolling NHS sites and roads between locations.

They have to deal with all forms of communication simultaneously which is mentally and emotionally taxing.

They are required to work a rotating shift system of days back shift and Night duty. Which has a detrimental effect on health?

They are required to patrol all external areas regardless of weather conditions. They are also expected to patrol areas such as boiler houses and roof space of the hospital both of which have their own hazards.

They  have to be able to compile accurate precise reports for onward transmission to Police and Court which also have to be on time and relevant to the subject matter, which has a psychological effect on the officer 

They are required to be constantly on the move throughout the hospital irrespective of inclement weather and conditions.

Accurate reports are required irrespective of time or event, which has an effect on one.



	13.  KNOWLEDGE, TRAINING AND EXPERIENCE REQUIRED TO DO THE JOB

	Security Officers must have experience and knowledge of restraint and defence coupled with the ability to communicate with difficult individuals in the hope of removing the threat before violence is experienced.

They must be willing to under go training in violence and aggression training if required.

 They must be able to communicate at all levels whilst dealing with difficult situations.

 They must be able and willing to operate computerised systems.

  They  must have a working knowledge of the Law especially when dealing with violent and aggressive     individuals 

 They must have a driving license and able to drive.  

They must be prepared to attend further training when required to do so.

 They must be willing to operate between hospital sites within Fife.

They  may be required to work  at short notice in a National Emergency Situation

They must demonstrate a flexible working attitude.

 They  must attend a First Aid course  



	


	14.  JOB DESCRIPTION AGREEMENT

	A separate job description will need to be signed off by each jobholder to whom the job description applies.

 Job Holder’s Signature:

 Head of Department Signature:


	Date:

Date:


Head of Estates





Security Manager





Security Supervisor VHK





Security Supervisor QMH





Security Officers





Security Officers








