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	1.    JOB DETAILS

	Job Title
	Investigation Support Officer

	Immediate Senior Officer/ Line Manager
	Intelligence Manager/Senior Counter Fraud Specialist(s)

	Department
	Counter Fraud Services

	SBU
	Finance, Corporate Governance and Legal services

	Location
	Titan Warehouse

	CAJE Reference
	

	


	2.	JOB PURPOSE

	To provide comprehensive support, research and development with regards : fraud intelligence, reactive fraud investigations, and fraud prevention initiatives across NHS Scotland (NHSS) and other law enforcement agencies to target fraud risks and reduce losses due to fraud or other financial  crime.

	


	3.	DIMENSIONS

	NHS National Services Scotland (NSS) is the common name of the Common Services Agency and as a Non-Departmental Public Body (NDPB) is designed and enabled to provide a range of support services to Health Boards, Health and Social Care Integrated Authorities and across the wider Scottish public sector. 

ROLE OF COUNTER FRAUD SERVICES
To protect Scotland’s health from fraud, bribery, corruption, embezzlement, theft and other financial irregularities (hereafter collectively referred to as “fraud”) by delivering the national strategy for countering fraud across all NHSS organisations and the wider Scottish public sector.  This will be achieved through prevention, detection and investigation.  The remit of the organisation includes: 

· The development of a counter fraud culture within NHSS and the wider patient population.
· A strategic, co-ordinated and intelligence-led approach to tackle fraud risks to the NHSS.
· The provision of risk assessment and risk measurement of levels of fraud in the NHSS, as well as expert input to NHSS strategic planning and counter fraud measures.
· The investigation of all cases of suspected fraud for criminal prosecution. 
· As a specialist reporting agency the ability to submit crime reports direct to the Crown Office and Procurator Fiscal Service (COPFS). 
· A co-ordinated national programme of patient exemption checking.

Intelligence Team - To provide a comprehensive intelligence-led approach to tackle NHSS fraud risks through an intelligence network that enables both timely intervention and the informed development of proactive local and national strategies for the management of current and emerging threats.  To effectively disseminate comprehensive criminal intelligence across CFS and its stakeholders through the centralised collection, collation, evaluation and analysis of processed information of intelligence value pertaining to fraud.  To provide information, objective interpretation and intelligence advice, and to share skills and knowledge on fraud issues and methodologies.

Prevention Team - the primary function of this team is to deter and disable fraud through a range of counter fraud initiatives.  This includes delivering fraud awareness raising events, impact assessing systems and processes and carrying out proactive projects (exercises and investigations) in order to actively seek out, identify, assess and examine areas at risk from fraudulent activity.   

Investigation Team - the primary function of this team is to seek the application of sanctions (criminal, civil, disciplinary and referral to professional regulatory bodies) in cases where fraudulent activity is identified.  Counter Fraud Specialists will undertake all the necessary investigative processes to bring these cases to court, ensuring the integrity of evidence, preparing the Standard Prosecution Report (SPR) for the COPFS as required.

	


	4.   	ORGANISATION CHART 

	

	


	[bookmark: _Hlk63327723]5.	ROLE OF THE DEPARTMENT

	Counter Fraud Services seeks to protect the valuable resources allocated to NHSS and other Non-Departmental Government Bodies.  It is authorised to carry out surveillance on individuals in accordance with legislation, which carries a significant burden in respect of the Human Rights Act.  The services include:
 
· Deter, detect, disable and investigate fraud across NHSS and the broader public sector.  As a Specialist Reporting Agency, the Service has the ability to bring fraud cases directly to the Crown Office and Procurator Fiscal Service.  It is also authorised to conduct surveillance operations under strict regulation - Regulation of Investigatory Powers (Scotland) Act 2000.

Better Value.  Ensure a continued drive to countering fraud with a goal of increasing prevention, detection and prosecution of fraud against the NHS in Scotland.  CFS will achieve this by introducing new skills and detection technologies, such as business analytics and adopting artificial intelligence.

The savings made from detecting and stopping crime will support the NHS in Scotland in times of significant financial challenge.

	


	6.   	KEY RESULT AREAS

	COUNTER FRAUD SERVICES:

1. Working to agreed timescales to deliver concise formal and informal briefings to senior management and operational staff on intelligence analysis, investigation analysis, prevention initiatives and a range of counter fraud related issues.

2. Maintain and develop effective communication networks with NHSS Boards, NHS England and Wales Counter Fraud Authority, Northern Ireland Counter Fraud Unit, Police Scotland and other law enforcement partners to enhance working relationships, communicate information on a local, regional and national level, in support of CFS’s work.

3. Maintain an understanding and knowledge of developments, good practice and significant issues in respect of prevention, intelligence/detection and investigation work across CFS (e.g. reading professional guidance and journals).

4. As part of continuous professional development, keep up to date with changes in the law, and technical and professional developments, while maintaining excellent communication with peer group and management to ensure high standards (e.g. research fraud prevention, intelligence/detection and investigation topics from a range of external and internal information sources).

Investigation Support Officer - Intelligence:

1. Undertake initial investigation and intelligence casework to ensure all information and intelligence received from a diverse range of sources are prioritised and developed in line with set procedures, handling it securely with due regard to sensitivity and confidentiality.

2. Record information and intelligence accurately, following set procedures to create database records and apply the evaluation process, establishing relevance, significance and reliability, of all information processed.

3. Work to agreed timescales to develop intelligence, research gaps and analyse information by planning, conducting and overseeing research and analysis of information (e.g. internet open source, fraud intelligence referrals etc), with a view to identifying threats, recommending options to minimise the risk of fraud to NHSS.  This includes breaking down and analysing highly complex fraud related information.  Communicate findings clearly and concisely, in written or verbal form using spreadsheets, charts or graphical output as appropriate.

4. Apply appropriate analytical techniques to identify patterns and relationships relating to often complex and variant crime information.  Develop hypotheses, inferences and draw conclusion, including the nature and scope of the activity, likely consequences and impact on NHSS resources.

5. Support intelligence developments and investigations by routinely developing and disseminating internally and externally accurate relevant and timely intelligence packages to initiate or support existing operational cases and focus operational activity.  Disseminate information in accordance with all relevant guidance/legislation in relation to sharing information.

Investigation Support Officer - Investigations:

1. Provide high quality analytical capability to support ongoing investigations including preparation of productions, evidence, and schedules for inclusion in reports to the COPFS and other relevant agencies to facilitate the progress of cases for criminal prosecution.  Give evidence in court as required.

2. As corroborating officer, accompany Counter Fraud Specialists on routine witness interviews, assisting in the seizing of productions and handling of evidence.

3. Record live investigation information including case updates/reviews/outcomes in IRIS timeously and accurately, following set procedures to create database records, handling it securely with due regard to sensitivity and confidentiality.

4. Participate in the gathering, collation, evaluation, analysis and dissemination of information and intelligence relating to offences which result in a financial loss to the whole of the NHSS.

5. Evaluate complex information and highlight areas of concerns to Management which may be used for evidential purposes.

6. Undertake the transcription of recorded interviews ensuring accuracy and compliance with standards required for inclusion in reports to the COPFS and other relevant agencies providing hard copy evidence for civil and criminal cases.

7. Participate in surveillance exercises by maintaining a surveillance log of all actions by the team and the subject, obtained via radio communications.

Investigation Support Officer - Prevention:

1. Coordinate the development of Fraud Annual Action Plans and the collection of evidence to support health boards demonstrate achievement of the Counter Fraud Standard.  

2. Develop and maintain an annual schedule of work-plan activities and ensure participants are kept informed of tasks and deadlines.   

3. Create graphic and text content in line with the social media policy, website protocols and other communications channels. 

4. Draft briefing notes, plans and update reports relating to fraud prevention activities.

5. Arrange information/data acquisition, storage and retrieval to support prevention activities; handling it securely with due regard to sensitivity and confidentiality. 

6. Administer, attend and participate in Fraud Risk Assessment workshops with system/process experts.   

7. Analyse, manage and distribute employee engagement data, update scorecards and other sources of management information.

8. Discuss training requirements with customers, signpost to training/awareness products and arranging CFS events/ services 

9. Support Counter Fraud Specialist in a wide range of work-plan activities as required.

	 


	7.    	ASSIGNMENT AND REVIEW OF WORK

	The postholder will manage their own detailed priorities in consultation with the Intelligence Manager/Senior Counter Fraud Specialist, although Counter Fraud Specialist/Intelligence Analyst may assign particular casework on occasion.  The postholder will adjust priorities to meet frequently changing customer demands and will review these on a regular basis.  

Formal line management reporting for the postholder will be to the Intelligence Manager/Senior Counter Fraud Specialist.  

The postholder is expected to keep abreast of the range of work undertaken within their team, ensuring that they are appropriately trained to effectively manage the work demands expected of them and to deal with any conflicting priorities this may bring.  

Participates in the formal objectives setting and performance appraisal process within P&CFS.  Takes a proactive approach in the formulation of a personal development plan.

The postholder will:
· support team decisions and provide feedback where appropriate;
· make decisions using experience, knowledge and judgement where the information available is ambiguous, abstract or unrefined; 
· use innovative thinking to identify new approaches, methods, alternatives or solutions; and
· analyse complex issues, identify and separate them into manageable parts and systematically design solutions from a range of options seeking guidance as required.




	8.	COMMUNICATIONS AND WORKING RELATIONSHIPS

	[bookmark: _Hlk63175009]Internal
· Frequent contact with senior CFS staff to establish prevention, intelligence/detection and investigation requirements and to report progress.
· Regular meetings with the Intelligence Manager/Senior Counter Fraud Specialist to report on progress and to discuss personal development.
· Regular participation in meetings with other CFS staff (Primary Care and Procurement sub-groups etc).
· Contact with a variety of staff within P&CFS.

External
· Face to face, telephone and written communication with NHS England and Wales Counter Fraud Authority, Northern Ireland Counter Fraud Unit, Police Scotland and other law enforcement partners (e.g. HM Revenue and Customs; Department for Work and Pensions).
· Face to face, telephone and written communication with staff, managers and professional advisors from within other NSS Strategic Business Units (e.g. Procurement Commissioning and Facilities), NHSS Health Boards, the Scottish Government and Audit Scotland and other partner organisations.




	9.	MOST CHALLENGING PART OF THE JOB 

	Requirement to cope with conflicting demands for support on individual pieces of prevention, intelligence/detection and investigation work from several sources all of which have equal importance necessitates effective management of workload.

Developing trust with internal and external organisations being highly conscious of managing sensitive and confidential information.

	


	10.	SYSTEMS

	· Extensive use of multiple IT systems, including the full Microsoft office suite and Visual Basic for Applications, and data extraction and reporting tools such as Business Objects and Oracle Discoverer
· Use of Canva, Visio and similar creative graphics software 
· Use of open source and other sources to gather information and intelligence.
· Identify ways to improve existing reporting systems to maximise the quality and reliability of data.  
· Work, store and transmit data in accordance with data protection, freedom of information and confidentiality principles, ensuring that all staff meet these requirements when they are required to do so.
· Front-end information systems utilised include - CFS intelligence and investigation case management system CLUE, NSS Practitioner Services Dental Payments System (MIDAS), and NSS Practitioner Services Optical Payment System (OPTIX).
· Business Objects Universes used - Prescribing Information System, MIDAS, OPTIX, PECS, PECOS and eFinancials.
· Analytical and data visualisation tools used – Business Objects, Excel (including Excel VBA) and Oracle Discoverer.

	


	[bookmark: _Hlk63329098]11. 	WORKING ENVIRONMENT AND EFFORT

	Physical Effort

	Daily requirement for sitting/inputting at keyboard for a significant part of the working day, with appropriate breaks from VDU when required.

	Mental Effort

	Sometimes required to respond to urgent requests; this will usually require change from one activity to another on request.  The ability to make sound judgement, deal with unpredictable interruptions and meet deadlines.   Must keep abreast of new techniques and developments within the fraud prevention, intelligence/detection and investigation arena.

Required to analyse information from various sources, make decisions and recommendations on the appropriate course of action following this analysis.  This involves regular use of a range of analytical and risk assessment techniques to understand, interpret, compare and present a wide range of highly detailed and complex fraud related information.  This analysis and decision making process requires varying degrees of mental effort and concentration.

Disseminate complex and highly sensitive information in the most appropriate and effective format in order for CFS to make better informed decisions relating to the achievement of its objectives highlighting significant information and key judgements and making gaps in knowledge and assumptions clear.

	Emotional Effort

	Deals with information of a distressing nature on occasion when researching, gathering and analysing it (e.g. conducting open source, internet and email enquiries).

When giving evidence in a criminal court the defence counsel can become aggressive, rude, and unpleasant and can even challenge the integrity of the witness.  It is stressful, emotional and mentally demanding situation.




	12. 	ENVIRONMENTAL / WORKING CONDITIONS & MACHINERY AND EQUIPMENT

	· Standard office conditions and equipment with the option to work at home occasionally.
· Standard keyboard skills.
· Remote and flexible working.

	


	13. 	QUALIFICATIONS AND/OR EXPERIENCE SPECIFIED FOR THE POST

	Educated to degree level (or equivalent) in a relevant subject, or significant equivalent experience within a comparable discipline.
Proven analytical skills and the ability to work enthusiastically and constructively as part of a team

Experience in the use of Microsoft Office and Microsoft O365 applications, including Teams   

Good organisational, listening and communication skills

Demonstrate a commitment to personal development.

Knowledge of relevant legislation and guidance associated with fraud prevention, criminal intelligence and investigation (e.g. ECHR, IPA, RIP(S)A, DPA, NIM).  

The ability to work sensitively with a range of different professional disciplines and organisations.




	14.   	JOB DESCRIPTION AGREEMENT

	

	Postholder Signature:
	
	Date:
	
	

	
	
	
	
	

	Postholder Print:
	
	
	
	

	
	
	
	
	

	Manager Signature:
	
	Date:
	
	

	
	
	
	
	

	Manager Print:
	
	

	
	
	
	
	

	Manager Title:
	
	

	
	
	
	
	

	
	
	
	
	




	Page 3 of 6
image1.jpeg
NHS

National
Services
Scotland




image2.wmf
Investigation Support Officer

Prevention

Senior Counter

Fraud Specialist

Fraud

Prevention Manager

Principal

Statistician

Investigation Support Officer

Intelligence

Intelligence

Manager

Patient Claims

Manager

Fraud

Detection Manager

Investigation Support Officer

Investigations

Senior Counter

Fraud Specialist

Fraud

Investigations Manager

Counter Fraud Services

Head of Service


